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Defmmg the Vehicle, with Software

TRANSPO / GM / ELECTRIC CARS

GM created its own open-source
software protocol and wants its
competitors to use it

TRANSPO / GM / TECH

GM’s new software platform will enable
over-the-air updates, in-car
subscriptions, and maybe facial

/ The automaker is joining the
Eclipse Foundation to underscore
its commitment for more open
communication standards
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GM'’s Safe Deployment of Hands-Free Technology
‘;"j"gw““m"‘" e gl Shapes Ultra Cruise
Sep 29, 2021, 3:00 PM EDT | [J O Comments / O New
v B @ Ultra Cruise will debut a unique sensor suite, providing the system k
. . . y . \
with a 360-degree view of the vehicle’s surroundings \
\
\
f ¥ in & ‘i,
» Ultra Cruise-equipped vehicles will have more than 20 sensors \\
« Thedriver attention system will continue to play a key role in ensuring driver attention \\
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Defining The
Architecture
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is Increasing

® Workforce IAM
Consumer IAM

Gartner Figure 3, CIAM

and Workforce IAM Feature
Overlap Is Increasing,

Top 5 Trends in CIAM

=" Solution Design,
_ga 5 March 2018

_ Source: Gartner (March 2018)

B2C (CIAM) vs B2E (Workforce) Identity

CIAM and IAM
Feature Overlap

Hlgh Scale

API

Self-service
Protection

Privacy, Consent

User & Preference
Experience
Workflow Progressive
Profiling
ERP
Integration Social Identity
Integration
Fine-
grained Identity Proofing
. Integration
AuthN APIs/SDKs
UX

Marketing CRM
Adaptive & Sales Integration

Access Reporting & Analytics

for Relationships

© 2018 Gartner Inc.
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BZC Architecture - Key Components

4
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Cllent Edge Protection IAM Platform Backend Resources /
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Client Protection



Protecting The
client

Protect the Identity with Modern Auth
Protocols

« Use OIDC Auth Code Flow w PKCE
« Use Integrated Risk Based MFA

Identity Federation
« Use for identity validation only

Protect the Application with Mobile App
Security

WebAuthN is the way forward
« Passkeys!

OAuth & OpenlID Connect

Aaxasy WA



Protecting The client - Mobile App Security

* Protect the Application with
Mobile App Security

* Enables attestation from F o
mobile app platform |
providers 9 =.

« Ensures API requests are
from valid clients & e g

* Decompiled App Client
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Edge Protection Components

Component

Web Application Firewall

What it Does

First line of protection on open
internet

Rule based enforcement (i.e.,
based on OWASP Top 10)

How it Protects

Uses threat intelligence to
detect malicious traffic and
provide enforcement

Stops malicious traffic from
entering corporate boundary

Content Delivery Network
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Cloud component that delivers
content to endpoint devices

Enables custom (hosted)
domains to be protected

Streamlines cert
management of custom
domains
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« B2C Identity Platform
implements core user X
scenarios (User e

Journeys) WELCOME.

PLEASE SIGN IN.

B2C Identity Platform
Customizable’ bUiIt upon jan.appleseed@me.com
a common workflow / E E E E E
orchestration layer ’

Sign Up Sign In Profile Password Account /
Edit Reset Recovery /

Orchestration / Workflow

e Journeys are

EMAIL ADDRESS

\ 4

» Abstracted from
application functionality

Sign In
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IDP Endpoints

How Its Vulnerable

Denial of Service Attacks
Bot based attacks
Cloud Resource Exhaustion

) Protect the Identity Platform

Fraudulent accounts

Brute force logins
Password Spray attacks

Leaked credentials

N\
\
\
\
How to Protect It
*  WAF Policies (Bot detection, OWASP Top 10
Rule protection)
*  Secure custom domains, certificate management
/ rotation
+ Enable Fraud Protection services
* Block fake email services
* Enable Identity proofing for email and phone
number validation
» Detect Risky logins with Identity Protection
polices
* Detect Risky users with Threat intelligence
validation
————— #identiverse
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Backend Resource Protection
(aka API Security)
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o E Cloud Services

Website/Single
Page Application

® 4}

loT Devices (h

Mobile App

Q identiverse S~

Typlcal Vulnerablllty Paths - APIs

Key:

o Unsecured API Keys
in repositories and storage

€) Hard-coded API Keys
in Applications

€© AP Logic Flaws

O snified API Calls
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OWASP API Security Top 10 2019

API1:2019 Broken Object Level

" OWASP API Security Top 10 (2023 RC)

OWASP API Security Top 10 2023 RC

API1:2023 Broken Object Level

Authorization

L

API2:2019 Broken User

Authentication

API2:2023 Broken Authentication

" Authorization

—_—

API5:2019 Broken Function Level ]

OT—

Authorization

| S—

API17:2019 Security Misconfiguration

| API15:2023 Broken Function Level
Authorization

—_
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API19:2019 Improper Assets

>{ API7:2023 Security Misconfiguration

|

| ST

Management
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API19:2023 Improper Inventory
Management

Commmon Vulnerabilities
Newly Added Vulnerabilities

Removed Vulnerabilities

P

Merged Vulnerabilities
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Protect the backend - Recommendations

* Use an API Gateway API Gateway
 Use Token Based APIRequest ¥ e e oo
Authentication & Validation |~
e Claims based
authorization = \ .- o
uthorization
« Understand token Token |glf e Layer
[+ ¢ Exchange -
management patterns "
L
 Phantom Token Pattern
 Token Handler Pattern el
——————————— Pl Response r Microservices
_______ - «
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End To End View
Threat Surface (OWASP Top 10, Leaked Creds, Password Spray, etc)
Policy Engine
User
Auth Request web content IdP . : Journeys
q Application Delivery (Endpoints) Identity Protection and
M

Firewall Network Workflows

Token Issued
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Become very familiar with ITDR
(Identity Threat Detection and
Response)

Monitor for specific attacks on
the identity platform

Correlate your logs from all
sources within the architecture

Enable Alerting for types of
malicious behavior

» Spikes in HTTP requests
* New account creation
» Failed login volume

3 identiverse

QF/') SILVERFORT INSIGHTS
v

s Z ¥ Domains
B Organizational Units

Authentications

Authentications
monitored

Average user
authentications per day

TOP ACTIVE DEVICES

estuser0@ad.devaz.silverfort.io

estuser@ad.devaz.silverfort.io

testuser2@ad.devaz silverfort.io

testuser3@ad.devaz.silverfort.io

Kerberos
NTLM

LDAP
RADIUS
Silverfort API

TOP ACTIVE USERS

30500 05/09/2018 07:07:08.844
30500 05/09/2018 07:07:03.06

30500 05/09/2018 07:07:05.340
30500 05/09/2018 07:07:09.562
6200 03/09/2018 07:01:11.523

TOP ACTIVE SERVERS
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Takeaways
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» Consider making IAM part of the Security Organization
* AP| Security Is the primary component of a strong identity strategy

 Comprehensive Telemetry is a must from end to end, continuously
evaluate your risk posture and update enforcement policies

* Work with your business to balance Security and User Experience,
but... remember who you represent!

* Avoid splintering ldentity User Journeys, encourage progressive
profiling of capturing user data across journeys

iaentiverser iaentiverse
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THANK YOU!
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