
Zero Trust Security for B2C Architectures
Andrew Cameron, Technical Fellow – IAM

General Motors
#identiverse



Technical Fellow - IAM

General Motors

Andrew Cameron



Defining the Vehicle, with Software



Defining The 
Architecture
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B2C (CIAM) vs B2E (Workforce) Identity
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B2C Architecture – Key Components

Edge Protection  IAM Platform Backend ResourcesClient 
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Client Protection
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Protecting The 
client

• Protect the Identity with Modern Auth 
Protocols

• Use OIDC Auth Code Flow w PKCE

• Use Integrated Risk Based MFA 

• Identity Federation

• Use for identity validation only

• Protect the Application with Mobile App 
Security

• WebAuthN is the way forward

• Passkeys!
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Protecting The client – Mobile App Security

• Protect the Application with 
Mobile App Security

• Enables attestation from 
mobile app platform 
providers

• Ensures API requests are 
from valid clients

Backend 

APIs

Attacker

Legit

User

App

Security

Request 

Validated

• Rooted OS

• Decompiled App Client
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Edge Protection
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Edge Protection Components

Component What it Does How it Protects

Web Application Firewall

• First line of protection on open 

internet

• Rule based enforcement (i.e., 

based on OWASP Top 10)

• Uses threat intelligence to 

detect malicious traffic and 

provide enforcement

• Stops malicious traffic from 

entering corporate boundary

Content Delivery Network
• Cloud component that delivers 

content to endpoint devices

• Enables custom (hosted) 

domains to be protected 

• Streamlines cert 

management of custom 

domains
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Identity Platform Protection



#identiverse

B2C Identity Platform

• B2C Identity Platform 
implements core user 
scenarios (User 
Journeys)

• Journeys are 
customizable, built upon 
a common workflow / 
orchestration layer

• Abstracted from 
application functionality



#identiverse

Component

Protect the Identity Platform
How Its Vulnerable

• Denial of Service Attacks

• Bot based attacks

• Cloud Resource Exhaustion

• Fraudulent accounts

• Brute force logins

• Password Spray attacks

• Leaked credentials

How to Protect It

• WAF Policies (Bot detection, OWASP Top 10 

Rule protection)

• Secure custom domains, certificate management 

/ rotation

• Enable Fraud Protection services

• Block fake email services

• Enable Identity proofing for email and phone 

number validation

• Detect Risky logins with Identity Protection 

polices

• Detect Risky users with Threat intelligence 

validation
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Backend Resource Protection
(aka API Security)
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Typical Vulnerability Paths - APIs
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OWASP API Security Top 10 (2023 RC)
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Protect the backend - Recommendations

• Use an API Gateway

• Use Token Based 
Authentication

• Claims based 
authorization

• Understand token 
management patterns

• Phantom Token Pattern

• Token Handler Pattern

API Gateway
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Token 
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Authorization 

Layer
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The importance of Telemetry - ITDR

• Become very familiar with ITDR 
(Identity Threat Detection and 
Response)

• Monitor for specific attacks on 
the identity platform

• Correlate your logs from all 
sources within the architecture

• Enable Alerting for types of 
malicious behavior

• Spikes in HTTP requests

• New account creation

• Failed login volume
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Takeaways
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Takeaways

• Consider making IAM part of the Security Organization

• API Security is the primary component of a strong identity strategy

• Comprehensive Telemetry is a must from end to end, continuously 
evaluate your risk posture and update enforcement policies

• Work with your business to balance Security and User Experience, 
but… remember who you represent!

• Avoid splintering Identity User Journeys, encourage progressive 
profiling of capturing user data across journeys



THANK YOU!
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