What is a Smart Wallet and -
How Might It be
Implemented?

data minimization and guiding the end user
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Requirements of "smart” wallet?
Required components

Standards and Gaps
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- What is a ”"Smart” wallet?

Users are in control. They store credentials
A S”matrt r\:]VarI]Iet aIonvs uﬁe? to rified . into their Smart Wallet and then share them
CD(i)g i?gl ’ Cr: d:r?t?a?s, sacr? ;SV; e [ USER with acceptors of credentials.
passport, driving license, banking ﬁ
details, driving license, health SMART WALLET
information, entry passes, tickets, DIGITAL CREDENTIALS
access tokens to your systems. —5‘ LB‘ Ij @ %@
—0 0 O o | P [
PROOFS
Specialist Proofs can be derived & = ‘{,E‘ A trust framework
by the Smart Wallet, or its agent, for @ @ @ ﬁ % defines the rules for
example to show the user is over credentials and
18, has achieved a Level of proofing and ensures
Assurance, or is COVID safe the Digital ID is safe

and secure
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OPENDENTITY
EXCHANGE

“"What is a Smart Wallet? Derived Credential or Proofs
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‘ Can | buy a glass of wine?

' Can | open an account with you?

P
<«

SMART WALLET

I
RULES ENGINE

|
DIGITAL

CREDENTIALS

PASSPORT|

PROOFS

Are you over 18?

Yes

P user B
!

SMART WALLET

RULES ENGINE
[

DIGITAL CREDENTIALS

PASSPORT CRAID
INFO

PROOFS

Are you sufficiently

proofed?

.

Here’s my proof

LoA
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How long the
credential is valid for
Who can the
credential be shared
with
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‘ « Consent for my ID to be auto presented to
these orgs in this framework

SMART WALLET
* | accept these types of credentials,

ROLESENGINE from these (types of) issuers

| accept these proofing methods
» Authenticator Policy

| need this level of assurance

* This is how my levels of assurance work
» Authenticator Policy

» Acceptable proofing methods

* Proofing standards to be used

TRUST FRAMEWORK
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Rules

v
SMART WALLET

RULES ENGINE

DIGITAL CREDENTIALS

At OIX, we are analyzing the
following trust frameworks: ;

EU elDAS2 ]
US NIST

UK DIATF

Canada DIACC
Singapore Singpass
Thai Trust Framework
MOSIP

Bank ID Sweden \

\
\
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//
o - Accepted LoAs from other
-~ OPREF Contents
' Accepted _
Credentials Credential Standard
Trust Mark — Accepted Digital Credentials Validation Standard
Accessibiity — Verification Standard
Open Policy
Data Minimisation =
Rules
Consent / User Agreement — Exchange Accepted LoAs from other

Framework (™ frameworks
Data Management —

General Validation Method Combinations
Record Keeping — Policy , -
Rules -t (F;ir;nnl;’ci:lzc:i;:rzidentlal 1 Verification Method Combinations
Information Management and Security - Assurance

dent M R Policy Assurance Combinations
ncident Managemen

~— Activity
Fraud Management —

~ ID Fraud Checks
Relying Party Requirements -

‘- Authenticators
Credential Standards —

Protocol Standards —

NATIONAL PASSPORT BANK DRIVING TELCO
ID CARD ACCOUNT LICENSE ACCOUNT
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So why do we need this complexity? |

Example of Covid Safe

« We all had to to varying

degrees check the rules and
: . make appropriate decisions
Many sets of rules depending about travel etc

on destination

« National rules to enter country i
« Event rules

- What will happen when there  /
* Conferences

are many more credentials with
* Restaurants many more sets of
e Sports events

requirements to meet?

* One (or more) credential
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" Use Case

Neha, is the policy manager at a DPoP fan site, she needs to be sure that:
* |f the website user is resident in Europe and age >=13
* There is no need for date-of-birth or age to be shared

* Neha also wants no information about the end-user if they are under 13 and in
Europe

e Info is from a trusted issuer
 That the end-user is authenticated to a defined level

There are terms and conditions available
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'Use Case part 2

* Mary wants to access the DPoP site
because she is a big fan of the authors

* Mary has 15 credentials in her wallet

* She does not want to over-share her
data

* It is not that obvious which
credentials may meet the DPoP fan

site policies
e the T&Cs are long and boring

3 identiverse
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Do we want Mary to do all
the thinking or can the
wallet work out which
credential is most likely to
work?
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Challenges?

It Is a multi party system so standards will be critical

« Complex RP requirements  Privacy — user perspective
* Interoperability « Data Minimization — RP perspective
« Data schema and semantics * Meaningful consent
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Assuming Verifiable Credentials

Rules

Context

Credentials

Trust Trust
Framework 1 Framework 2

*Intentionally
simplified to
single wallet!

Issuer \EITE
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Technical Components needed

Data definitions

« Context Expression
* Rules Expression

» Credential Formats

D identiverse:

Functional Capabilities

« Data Minimization

« Conditional Return
 (Rule) Combining Logic
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Relevant standards landscape

K Context \
EXxpression
/ Holder
Assertions
VC ( \
\ VC 1.1 )
e )
_ OIDC 4
//,7 \_ IE)/\ J
OIDC
OP
- Metadata

4 Data N KConditional\ / Rules \
Minimisation Return Expression
[ SD-JWT ] DIF
Presentation
[ ZKPs ] Exchange
[ ISO 18013 ]
[ OIDC Core ]

[ |

| |

Advanced Syntax for Claims

J
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What next?

* Come join In to discuss the gaps in more detall
« Come join In to start filling the gaps
* There are wider concerns than interoperability (like UX)

* A prototype focusing more on
UX would be a great next step
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Summary

Real world wallet journeys are complex

Various components are needed to deliver
those journeys

There are some standards but there are gaps
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