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Digital Identity Guidelines Overview

• Details the process and technical requirements for Digital 

Identity

• 4 volumes: 

• Base – Digital Identity Model and Risk Management 

• A – Identity Proofing & Enrollment

• B – Authentication & Lifecycle Management 

• C – Federation & Assertions 

• Last major revision was in June of 2017



Why We Made Changes 

• Advance equity.

• Emphasize optionality and choice for individuals. 

• Deter phishing, fraud, and advanced threats.

• Address lessons learned through real-world implementations.

• Emphasize multi-disciplinary risk management processes.

• Clarify and consolidate requirements where needed.



What Changed? Major Updates

Revamps Risk Management and 

Assurance Selection Process

Introduces digital evidence concept 

(e.g., mDL and Verifiable Credentials)

Mandates Trusted Referees and introduces 

Applicant References 

Updates biometric performance 

requirements for proofing and authentication 

Defines phishing resistance and updates 

password requirements (e.g., composition 

& rotation) 

Establishes a new Identity Assurance 

Level 1 where biometrics are optional 

Provides normative language for vendors and agencies 

to assess the impact of technology on equity



What Will We Cover Today?

Risk Management and Assurance Selection

Trusted Referees and Applicant References 

Phishing resistance

Public Comments & What’s Next 



Risk Management & Assurance Level Selection: 
Re-emphasizing Risk Management

FROM COMPLIANCE TOWARDS RISK MANAGEMENT



Risk Management & Assurance Level Selection: 
Process Overview

1. Conduct Impact 
Assessment

2. Select Initial 
Assurance Level 

3. Tailor and 
Document 
Assurance 

Determinations

4. Continuously 
Evaluate & Improve

Understand your 

users & application

Assess the impact 

of potential harms

Document impact 

level 

Understand the 

xALs

Map impact level to 

xALs

Select your 

”baseline” xALs

Evaluate the 

impact of the xALs

Conduct detailed 

assessments

Select final xALs

and controls

Define metrics 

Establish data 

collection process 

Integrate program 

Evaluate & improve



Trusted Referees & Applicant References: What 
are they?

Applicant 

Reference
Trusted 

Referee

 Required

 Acts as an agent of the CSP

 Trained to make risk-based 

decisions based on evidence

 Is known and vetted by the CSP

 Virtual, In-Person, Asynchronous

 NOT just “attended proofing”

 Recommended

 Acts in support of the individual

 Has knowledge of applicant’s 

identity and circumstances 

 Proofed at least the same xAL.

 Virtual, In-Person, Asynchronous

 NOT a power of attorney

BOTH CONCEPTS HELP ADVANCE INCLUSION AND OPTIONALITY



Phishing Resistance

• Increased sophistication in phishing attacks as MFA adoption has 
grown

Steal static authenticators, e.g., passwords

Relay dynamic authenticators, e.g., OTP

• New forms of strong, phishing-resistant MFA available to enterprises 
and users

• Phishing resistance in 800-63B-4:

• Required at AAL3

• Recommended at AAL2

• OMB M-22-09 further requires federal agencies to offer a phishing-
resistant authenticator option to public users 



Phishing Resistance

Channel Binding– e.g., Client-Authenticated TLS

• Authentication bound to TLS session between client/server

• Strong security properties mitigating web vulnerabilities/attacks

• Requires PKI and and user certificates

Verifier Name Binding– e.g., WebAuthn/FIDO2

• Authentication bound to web origin/domain

• Prevents relay attacks by lookalike/phishing web sites

• Authenticators embedded in platforms or as standalone tokens



Public Comment Period: Did NIST Get Much Input?

119
Day 

Comment Period

130+
Contributions

3,400+

Comments/Issues

Base ~ 850 

63A ~ 1,400 

63B ~ 650 

63C ~ 500 

General Comment 

Distribution

End of the Comment Period is NOT the end of the conversation!



Public Comment Period: Who Did You Hear From?

~ 70%

~ 30%

Private Sector

Public Sector

 Government 

 Advocacy 

 Gaming & Gambling

 Identity Services 

 Higher Education

 Manufacturing 

 Security 



Public Comment Period: What Did They Say?

Trusted Referee and Applicant Reference are 

generally well received, but more detail is desired

Accounting for synchable authenticators (e.g., 

passkeys) and their associated requirements 

Additional detail is needed on the use of digital 

evidence in particular how mDL and VC may be used

Clarification on tailoring and how to continue to 

support interoperability and flexibility together 

Additional baseline fraud requirements – specifically 

for CSPs – and fraud program expectations 

Mapping of assurance levels more directly to the 

mitigated attacks at each level 

Additions to the digital identity model to account for 

”holder, issuer, verifier” model & attribute services

Treatment of FAIR evidence and the value it brings to 

the proofing process 



What is Next?

Draft 
Released!

12/16/22

Kick-Off 
Workshop

1/12/23

Close of 
Comment 

Period

4/14/2023

Update 
Workshop 
Summer 

2023

Publication 
Decision 

Point

Fall 2023



Get Involved!

Comment on our documents! We have several open comment periods 

– including our IAM Roadmap comments are due June 16th! 

Participate in our Workshops! We have multiple events throughout the 

year to gain feedback, input, and insights from the community at large!

Engage at the NCCoE! From communities of interest to actual project 

participation there are multiple pathways to participate. 

Email us and just say “hey!” We can be reached at dig-

comments@nist.gov or digital_identity@nist.gov

https://www.nist.gov/system/files/documents/2023/04/24/NIST%20IAM%20Roadmap_FINAL_For%20Publicaiton_04212023.pdf


Questions?



THANK YOU!


