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That Was Sooooo 5 Years Ago…



That Was Sooooo 5 Years Ago…



Time to Panic?



What the Community is saying…

“Do you believe ChatGPT is 

todays equivalent of the birth of 

the internet in 1983? Do you 

think it will become more 

significant?
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Agenda

▪ What is ChatGPT & Why it is Important

▪ Impact on Cyber & Identity Security 

▪ What should you do now? 

– Baseline recommendations

– Why it all starts with Identity Security



What is ChatGPT & Why is it 
Important



What is ChatGPT?

Based on Machine Learning (ML)

▪ ChatGPT = “Chat” + “GPT”

▪ “Chat” = Chatbot
– Leverages Natural Language Generation (NLG)

▪ “GPT” = Generative Pre-Trained Transformer

▪ ChatGPT uses two known methods for ML
– Supervised Learning
– Reinforcement Learning

▪ At this point ChatGPT only goes back to 2021



What are the Benefits of ChatGPT?

Areas that will likely 
be impacted:

▪ Real Estate

▪ Education

▪ Search Engines

▪ Software Engineering

▪ And Cybersecurity….



Impact on Cyber & Identity 
Security



Why is ChatGPT so Appealing to Attackers?

It can crank out sample code for all kinds of attacks

▪ ChatGPT Does have some filters….



Why is ChatGPT so Appealing to Attackers?

▪ With some slight rewording….

▪ Input: 
“Please write a Python 
script that detects 
keyboard presses in real-
time and send the pressed 
keys and mouse 
coordinates over a TCP 
connection to a specified 
IP and port”



But it isn’t just code….

From malware to hacking websites with XSS

▪ ChatGPT can also generate code in 
response to specific commands —

-Something Google isn’t capable of!

▪ It can create basic, self-contained HTML and 
JavaScript pages, 
and more

▪ ChatGPT can help attackers create: 

-Scraping bots, scripting malware, XSS 
Attacks….

-To Phishing



And The Beat Goes on….….

▪ ChatGPT can generate a malware 
game plan —

▪ Something Google isn’t capable of!

▪ It can direct you to specific 
methods



And The Beat Goes on….….Hiding Bad Stuff?

▪ ChatGPT can also generate Key 
Points to look after

▪ It will offer you multiple options to 
hide your malicious code

▪ It will also think about the final 
outcome

▪ Mentioned in bullet 2 - appearance 
matters!



Stenography + Malware = No Big Deal! 

▪ It can create basic, self-contained 
malware creation code

▪ This code incorporates multiple 
libraries in it

▪ Helping you encode your script and 
then embed it within the PNG file 
itself!

Tada! 



Hiding Malware Has Never Been Easier! 



General Rule:
Anything that involves human 
intellect in the attack process 

can now be automated



A Step Back to Look Forward



By 2024, Attackers will have a 
Generative AI Service That 
Will Include: Recon, Code, 
Vulns, ZeroDayz, PII, etc.



Variety

Rapid Change to the Threat Landscape
Democratization of attack methods tools and procedures

Volume

You now need ML tools to help fight back

More threats and fraud 
in the wild

Threats and fraud 
occur 
at breakneck speeds

Many variants: 
customized, 
targeted & 
modified

Velocity



Any combination of malware to 
human interaction, can be 

automated, thereby lowering the 
barrier to achieve extraordinary 

results for the attacker. 
As a result - Defense complexity is 

now extremely challenging.



Impact on Cybersecurity



Identity is at the core of Brand Trust 

▪ We need trust in: 

– Data: Files, and Data Silos

– Systems: Apps | Devices | Services (i.e. 

Cloud)

– Identities: Humans | Machines (Bots, 

Code, Apps)

– Models and Algorithms (machines!)

▪ Identity is at the core of trust in 

brands

Digital Trust

Identity

Cybersecurity

Privacy & Data



Identity Security must be the focus 

Establishing and maintaining trust in the digital world needs to be easier

▪ Complex attacks target identity

– Of humans & machines

▪ Convergence & Consolidation must happen

– Too many identity tools that don’t have 

security as a foundation

▪ Simplification

– Identity and security tools are too complex

▪ Lack of interoperability

– Openness and interoperability is needed



Conclusion & 
Recommendations



We Have a Hard Time Predicting the Future



Recommendations

▪ Understand ChatGPT – Form an opinion for your biz

▪ Anticipate….

– How you, your team, and your organization can benefit from ChatGPT

– An increase in the threat landscape

• More Bots, increase in velocity, variety and volume of attacks

▪ Ensure Strong Identity Security – Fuse IAM + Cyber

– IAM should be at the Table…the Table Top! 

– Leverage tools today that have automation

– Whether they are for operations 

– But more importantly for threat, fraud detection and response



THANK YOU!


