
Why Your New Customer Account 
Opening Sucks: Build a Robust New 

Account Opening Experience 
Without Compromising on Security



A Cautionary Tale: Don’t make it too easy for all users



TOO MUCH FRICTION LEADS TO USER DROPOFF

• Over 50% user dropoff at registration
• Brand new mobile app with sleak UI
• Too many fields, specific info

• Asking for Payment info too early in the user registration
• 60-75% dropoff for retail/ecomm

• Poor AuthN options
• 75% of American frustrated with passwords
• 64% of users refuse SMS OTP

statistics courtesy of: https://www.ipification.com/blog/how-mobile-apps-can-cut-the-drop-off-rate-in-sign-in-process/

https://www.comparitech.com/blog/information-security/password-statistics/

https://www.ipification.com/blog/how-mobile-apps-can-cut-the-drop-off-rate-in-sign-in-process/
https://www.comparitech.com/blog/information-security/password-statistics/
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Challenges



Challenge: 
Inconsistent 
Experience 
Across Channels

• Web
• Mobile
• In-Person
• Chatbot

Some sort of graphic here***



Challenge: Lack 
of Options

• Force in-person 
interaction

• Users prefer digital 
channels

• Seamless self service



Challenge: Internal Use Case

• Partner with business owners
• Understand impact to existing channels
• Know your target audience
• Communicate timing, cost, roadmap



Challenge: User Abandonment

• Balance low friction with 
enough security

• Drop-off rates often a key 
business metric

• Allowing guest checkouts



Challenge: Change

• New Use Cases
• New Products
• Pandemics
• Bad Actors
• Data Validation



Challenge: Siloed Solutions

• Point products don’t interact

• Best of Breed changes over time

• Different solutions per business group



Challenge: 
Authentication

• Cumbersome MFA

• Account/password recovery

• Different options per channel



Challenge: Regulation

• Data Privacy and Protection
• KYC
• Cross-border regulation



Challenge: Security

• Data theft is widespread
• Data validation challenging

• Weak initial validation + 
weak authentication

• Sophisticated bad actors



Best Practices



Best Practices: Streamline UX

• Simple is better

• Offer Flexibility

• Educate Users and Provide 

Support (guided experience)

• Test and Optimize

MIND THE GAP:
Don’t overthink this - simple is 
better

image credit: cobloom.com



Best Practices: About Those Form Field Statistics

image credit: cobloom.com



Best Practices: Security

• Strong ID Verification
• Industry specific
• Point-in-time specific

• Account for bots
• Strengthen AuthN

• Multi-factor authentication 
• Biometrics
• Passive security measures 



Business Best Practices

• Ensure Compliance
• Say NO to AI bias
• SLAs

• Availability
• RTO
• RPO
• multi-cloud

• Responsiveness and Performance
• AuthN to your business



Best Practices: Technology Providers

• Partner, not solution provider
• Standards Based
• APIs well documented



Best Practices: Architecture Concepts
● “CYBERSECURITY SHOULD BE BAKED IN NOT BOLTED ON”

● A platform that can orchestrate and/or natively cover all aspects of the consumer identity 

lifecycle

○ Such as: Onboarding, credentialing, user store(s), authentication, authorization, 

fraud detection 

● Onboarding: Ability to onboard simply, seamlessly, across multiple channels

○ IDV, xDV

● Account Creation and IDM:

○ Scalable & Responsive User Stores

● AuthN: Standards based, passwordless, portable, multi-platform

● Fraud: native or 3rd party risk, trust, fraud, bot and behavior capabilities

● Orchestration

● Ensure your tools can work in harmony 



Best Practices: Architecture





Strategies



Technical Strategies for Maintaining Security in 
New Account Opening

• Employ Data and Document Verification (industry specific)
• Implement Fraud Detection
• Use MFA, ideally phishing resistant

• Prevent 99.9% of account compromise attacks!

Source:https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-

to-prevent-99-9-percent-of-account-attacks/



Business Strategies for Maintaining Security in 
New Account Opening

• Encrypt & Sign Data (Think CIA)
• Confidentiality, Integrity, Availability

• Monitor and Audit regularly, stay compliant with regulations
• Privacy - GDPR, CCPA, etc
• Industry specific - HIPPA, PCI-DSS, etc

• Train Employees
• Keep User Data Secure

image from nist.gov



Balance Identity Assurance and AuthN Assurance 
NIST 800-63b

Source: nist.gov



Case Studies



Case Studies: Examples of New Account Opening 
Experiences

High Friction, 

High Assurance

Low Friction,

Low Assurance

Banks

Discord

Pharmacy
Retail

Insurance

Travel

Read a bank case study here:

https://www.transmitsecurity.com/blog/leading-us-bank-achieves-1300-roi-with-transmit-security



Tools and 
Technologies 



Balancing Friction and Security

• Use strong ID proofing only when necessary
• Post-account creation

• At checkout

• When fraud signals indicate risk

• Risk and Fraud tools without user interaction

• Layered approach to security to prevent synthetic account 

creation and bad actors



I Know It’s You, Now What

• Match AuthN to User Journey
• Step up when needed

• FIDO2 phishing resistant credentials

• Seamless experience for trusted users



Registration and AuthN UI Delivery Options

• Build It - fully customizable
• API
• SDK

• Hosted - some customization
• OIDC/SAML - someone else’s 

customization



Keep Our Data Safe

• End to End Encryption
• Secure Data Store

• Still using passwords? Salt and Modern Hashing, please
• Use opaque identifiers where available

• Ensure your vendor is secure
• Decouple Identity and Authentication



Conclusion



Conclusion

• Cybersecurity, Fraud, ID Proofing, Authentication, Privacy —-> 

Are NOW CIAM

• Gone are the days of a provider that focused just on joiner, mover, leaver

• Think NOT about tech first, but about the user journey

• Mindful of UX

• You (probably) can’t do it all - so look for a provider that can augment your 

identity-security capabilities

• Invest in a Responsive and scalable User Store



THANK YOU!
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