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Passkeys >> Passwords



Passkeys vary in their 
security properties
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How does NIST classify passkeys?

• NIST SP 800-63B-4 (draft)

• Multi-factor cryptographic software authenticator  Synced passkey
• Up to AAL2

• Multi-factor cryptographic device  Device-bound passkey 
• Up to AAL3
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• To displace passwords, relying parties may support increased 
credential cardinality

• Backup device-bound credentials (e.g., security keys)

• Disconnected passkey provider ecosystems

• User migration between ecosystems

Increased credential cardinality
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• Passkeys change the sharing model vs. passwords

• Apple AirDrop shares a copy of a credential

• Cross-device authentication flow may be used 
to bootstrap a new credential

Passkeys don’t prevent credential sharing
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• Notify user when new credentials are created in their account

• Make credentials identifiable

• Name

• Creation metadata – date, browser, IP, GeoIP, etc.

• Credential origin 

• Currently active sessions (if any)

• Date of last use

• Nudge users to review/manage credentials – but don’t annoy them!

New rules: Managing multiple credentials 



• Deleting a passkey from your passkey provider prevents you
from using the credential
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• Deleting a passkey from your passkey provider prevents you
from using the credential

• Deleting a passkey from the RP prevents anyone from using 
the credential

New rules: Managing passkeys
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Attestation

• Attestations are statements of fact about an authenticator that 
may be provided during credential creation events

• Attestations contain an Authenticator Attestation GUID (AAGUID)

• Metadata is made available by the FIDO Alliance Metadata 
Service (MDS)

• https://mds3.fidoalliance.org/
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Attestations are optional

• Relying parties may request attestations

• Authenticators may provide attestations

• Users may block attestations



FIDO credentials without 
attestation lack provable 

security properties
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Passkey providers are part 
of your threat model



Passkey prognostication



THANK YOU!


