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OAuth 2.1 Goals

• Consolidate the OAuth 2.0 specs, adding best 
practices, removing deprecated features

• Capture current best practices in OAuth 2.0 under 
a single name

• Add references to extensions that didn't exist 
when OAuth 2.0 was published



OAuth 2.1 Non-Goals

• No new behavior defined by OAuth 2.1

• Don't include anything experimental, in progress, 
or not widely implemented



Recent OAuth Extensions



User Agent 

(Browser)

Authorization

Server

Resource

Server (API)
Client

(App)

JWT Profile

for Access 

Tokens



JWT Profile for Access Tokens

eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJ
odHRwczovL2F1dGhvcml6YXRpb24tc2VydmVyLmV4YW1wbGU
uY29tLyIsInN1YiI6IiA1YmE1NTJkNjciLCJhdWQiOiJodHR
wczovL3JzLmV4YW1wbGUuY29tLyIsImV4cCI6MTU5MzQ4NjY
0OCwiY2xpZW50X2lkIjoiczZCaGRSa3F0M18iLCJzY29wZSI
6Im9wZW5pZCBwcm9maWxlIHJlYWRlbWFpbCIsImp0aSI6IjA
xODEwMmE1LTkzYmQtNDE0OC05ODI2LThlYTE3NTBjMjMyNiI
sImlhdCI6MTU5MzQ4MzA0OH0.lWWmEU2kxTtlwu5TOTkXa7e
7ZUNd0WbKtsef7EuJyB8

oauth.net/2/jwt-access-tokens



JWT Profile for Access Tokens

{"typ":"at+JWT","alg":"RS256","kid":"RjEwOwOA"}

{

"iss": "https://authorization-server.com/",

"sub": "5ba552d67",

"aud": "https://rs.example.com/",

"exp": 1544645174,

"client_id": "s6BhdRkqt3_",

"scope": "openid profile email"

}

oauth.net/2/jwt-access-tokens
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Pushed Authorization Requests (PAR)

oauth.net/2/pushed-authorization-requests

• Typically, the authorization request is sent in 
the front channel

• Front channel is susceptible to inspection 
and modification

• PAR initiates the OAuth flow from the back 
channel 



Pushed Authorization Requests (PAR)

oauth.net/2/pushed-authorization-requests
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JWT Authorization Requests (JAR)

datatracker.ietf.org/doc/html/rfc9101
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Authorization Server Issuer Identification

datatracker.ietf.org/doc/html/rfc9207

• Clients that interact with multiple authorization 
servers are at risk of a mixup attack

• Adds a new parameter to the authorization 
response redirect from the AS to the client

• Simple to implement on both clients and servers



Nearly-Final 
Specifications
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Rich Authorization Requests

oauth.net/2/rich-authorization-requests

• OAuth “scope” is limited

• Need a way to authorize fine-grained 
transactions or resources

• And present that to the user in the 
authorization interface



Rich Authorization Requests

oauth.net/2/rich-authorization-requests



Rich Authorization Requests

oauth.net/2/rich-authorization-requests

What’s new since 2022?

• Editorial changes based on IETF reviews

• Updated references

• Grammar fixes and clarifications
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JWT Response for OAuth Token Introspection

datatracker.ietf.org/doc/html/draft-ietf-oauth-jwt-introspection-response

• Response to a token introspection request is 
a full signed JWT

• Provides a JWT that can be logged and later 
used to prove that the AS returned the given 
introspection response
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Step-Up Authentication Challenge

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-step-up-authn-challenge

• A Resource Server can respond with an error telling the 
client to re-authenticate the user or get a higher level 
authentication

• The client sends the user through the OAuth flow again to 
get a new access token

• Adopted by the OAuth WG last year, now pending final 
reviews



Sender-Constrained
Access Tokens













Sender-Constrained Access Tokens

Problem: Bearer tokens can be used by anyone who 
can steal one

Solution: Require some sort of authentication of the 

client instance in order to use an access token



Proof of Possession

• Mutual TLS – RFC 8705

• Client is identified by the fingerprint of the public key

• DPoP – OAuth WG - Near publication

• Bunds an OAuth access token to a private key

• Signed HTTP Requests – HTTP WG - Near publication

• Choose what parts of an HTTP message to sign

• OAuth Token Binding - Expired Draft

• TLS layer, collecting existing TLS RFCs

• No activity since October 2018

• JWT Pop Tokens - Expired Draft

• Another HTTP header with signed JWS



DPoP

oauth.net/2/dpop

• Binds the access token to a private key used 
by the client

• Specifically for OAuth 2.0, not a general-
purpose signing mechanism



DPoP

oauth.net/2/dpop



DPoP

oauth.net/2/dpop



Selective Disclosure



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

• Currently, JWTs are either entirely encrypted, or only signed

{

"alg": "HS256",

"typ": "JWT"

}

.

{

"sub": "1234567890",

"name": "Aaron Parecki",

"iat": 1516239022

}

.

SIGNATURE



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

• Currently, JWTs are either entirely encrypted, or only signed

• SD-JWT enables issuing a JWT whose values are obscured 
until intentionally released by the “holder” (subject, owner)

• Each claim in a JWT can be disclosed individually without 
disclosing the other claims



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

• Proposed in June 2022

• Has already been iterated on significantly to improve 
privacy-preserving characteristics



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

{

…

"name": "Aaron Parecki"

…

}

["(SALT)", "name", "Aaron Parecki"]



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

["(SALT)", "name", "Aaron Parecki"]

WyJiZTJlOTZhMmFjOWU3NWI3NmNjOGEiLCJuYW1lIiwiQWFyb24gUGFyZWNraSJd

Base64



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

WyJiZTJlOTZhMmFjOWU3NWI3NmNjOGEiLCJuYW1lIiwiQWFyb24gUGFyZWNraSJd

6PLkXNaDRUdnmleO7lpEd42DvsYYOzPdvLf09J8QR78

SHA256



Selective Disclosure JWT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

6PLkXNaDRUdnmleO7lpEd42DvsYYOzPdvLf09J8QR78

{

"_sd": [

"6PLkXNaDRUdnmleO7lpEd42DvsYYOzPdvLf09J8QR78"

],

"iss": "https://example.com/issuer",

"iat": 1684383103,

"exp": 1684469503,

"sub": "8Fz3g9LZhVV0DH7njUnKB3eVwan4HOu6ht7c83fK6wQ",

"_sd_alg": "sha-256"

}



References, 

upcoming specifications 

and events:

oauth.net
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