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The OAuth 2.1 Authorization Framework
draft-ietf-oauth-v2-1-01

This course includes

3 hours, 32 minutes on-demand video { 4Quizzes Abstract

Fullifetime access Access on mobie, desktop and TV o .
The OAuth 2.1 authorization framework enables a third-party
application to obtain limited access to an HTTP service, either on
behalf of a resource owner by orchestrating an approval interaction
between the resource owner and an authorization service, or by
allowing the third-party application to obtain access on its own
behalf. This specification replaces and obsoletes the OAuth 2.0
Authorization Framework described in RFC 6749.
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OAuth 2.0

(draf: ki th-b; . )

00 01 02 03 04 05 06 07

Simplified

Open Authentication Protocol A. Parecki
Internet-Draft Okta
Intended status: Best Current Practice D. Waite
A guide to building OAuth 2.0 servers Expires: April 5, 2021 Ping Identity

October 02, 2020
OAuth 2.0 for Browser-Based Apps
draft-ietf-oauth-browser-based-apps-07
Abstract
® This specification details the security considerations and best
practices that must be taken into account when developing browser-
based applications that use OAuth 2.0.

Status of This Memo

This Internet-Draft is submitted in full conformance with the

okta Aaron Parecki provisions of BCP 78 and BCP 79.
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Are your friends already on Yelp?

Many of your friends may already be here, now you can find out. Just log in and we’ll display all your contacts, and you can
select which ones to invite! And dont worry, we dont keep your email password or your friends’ addresses. We loathe spam,
too.

Your Email Service ® m @ YRHOO!ImaL ) GM;,N

Your Email Address ima.testguy@gmail.com (e.g. bob@gmail.com)

Your Gmail Password YTl (The password you usze fo log into your Gmail email)

Skip this step | Check Contacts |
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Google Contacts
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oauth.net/2
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[ﬂ Secure | https://gmail.com

™M Gmail

Get more done with
Gmail

amone with your b

[i Secure | https://gmail.com

= M Gmal Q. Soarch mail

identiverse’

OAuth Server

-

[i Secure https:."."accounts,googIe.com."oauth/authorize?response_ty]

Google
Signin

to continue to Gmail

(—

Forgot emaif?

-

[i Secure https://accounts.googIe.comf‘oauth.’authorize?response_t;]

Google
Welcome

@ aaron@parecki.com v

———

-

[ﬁ Secure https://accounts‘googIe‘com/oauth/authorize?response_ty]

Google
2-Step Verification
This extra step shows H:: really you trying to sign
@ saron@parecki.com v
Try another way to sign in
G Use your Securty Key

@3 Geta onetime security code
Sign 1 an ancther evice wahyour sacurty ke 1 geta code

#  Getaverification code from the Google.
Authenticator app

[E)  Geta verification code at (++) w42
Standad rtes appty

A Enter
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G Sign in with Google

Facebook wants to access your
Google Account

0 aaron.parecki@gmail.com
This will allow Facebook to:

#¥  See and download your contacts ©)

1 See, edit, download, and permanently delete your @
contacts

Make sure you trust Facebook

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See Facebook'’s Privacy Policy and Terms of Service.

Cancel Allow
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OAuth 2.0 :
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User Agent Authorization
(Browser) Server

«-----

Client Resource
(App) Server (API)
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RFC6750 Bearer Tokens
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Tokens in HTTP Header

Tokens in POST Form Body

Tokens in GET Query String
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RFC6750 Bearer Tokens
Tokens in HTTP Header

Tokens in POST Form Body

Tokens in GET Query String
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RFC6750 Bearer Tokens
Tokens in HTTP Header

Tokens in POST Form Body

Tokens in GET Query String
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RFC6750 Bearer Tokens
Tokens in HTTP Header

Tokens in POST Form Body

Tokens in GET Query String
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Windows:* Internet

. Explorer9

Version: 9.0.8112.16421

Update Versions: 9.0.6 (KB2675157)
Cipher Strength: 256-bit .
Product ID: 03553-068-9347714-86863 Safari

Warning: This computer program is protected by copyright law and Version 5.1.8 (6534.58.2) ,'
international treaties. Unauthorized reproduction or distribution of s Pt ’

this program, or any portion of it, may result in severe divil and /

criminal penalties, and will be prosecuted to the maximum extent Copyright © 2003-2012 Apple Inc. ,’
possible under the law. All ng hts reserved.

© 2011 Microsoft Corporation
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Client Credentials

RFC6750 Bearer Tokens

Tokens in HTTP Header

Tokens in POST Form Body

Tokens in GE  duery String
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» Consolidate the OAuth 2.0 specs, adding best
practices, removing deprecated features

« Capture current best practices in OAuth 2.0 under
a single name

 Add references to extensions that didn't exist
when OAuth 2.0 was published
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* No new behavior defined by OAuth 2.1

* Don't include anything experimental, in progress,
or not widely implemented
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Recent OAuth Extensions
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oauth.net/2/jwt-access-tokens

eyJOeXAiOiJKV1QiLCJhbGciOiJIUzIINi1J9.eyJpc3MiOil
odHRwczovL2F1dGhvcml6YXRpb24tc2VydmVyLmV4AYW1wbGU
uY29tLyIsInN1YiI6IiA1YmEINTJkN]jciLCJhdWQi01iJodHR
WCzovL3JzLmVAYWIwbGUUY29tLyIsImVAcCIOGMTUSMzQ4N]Y
O0CWiY2xpZW50X21kIjoiczZCaGRSa3FOM18iLClzY29wZS1
6ImIWZW5pZCBwemOmaWx LIHJ1IYWR1IbWFpbCIsImp@aSI6IjA
XODEWMMEILTkzYmQtNDEOOCO50DI2LThLIYTE3NTBJMjMyNil
SImLhdCI6MTUSMzQ4MzAOOHO . IWWmEU2kxTt1lwu5TOTkXa7e
/ZUNdOWbKtsef/7EuJyB8
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JWT Profile for Access Tokens

oauth.net/2/jwt-access-tokens

{"typ":"at+JWT","alg":"RS256","kid" :"RjEWOWOA"}

{
"iss": "https://authorization-server.com/", ,
"sub": "5bab552d67", ,/
"aud": "https://rs.example.com/", /
"exp": 1544645174, i
I
"client id": "s6BhdRkqt3 ", ;
"scope": "openid profile email" x
\
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Pushed Authorization Requests (PAR)

oauth.net/2/pushed-authorization-requests

 Typically, the authorization request is sent in
the front channel

* Front channel is susceptible to inspection
and modification

 PAR initiates the OAuth flow from the back 3
channel |
Q identiverse: et



Pushed Authorization Requests (PAR)

oauth.net/2/pushed-authorization-requests

Instead of:

GET /authorize?response type=code

&client id=s6BhdRkqgt3&state=af0ifjsldkj

&redirect uri=https%$3A%2F%2Fclient.example.org%$2Fcb HTTP/1l.1
Host: as.example.com

Push the request to the AS:
POST /as/par HTTP/1.1
Host: as.example.com
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRSa3F0Mzo3RmpmcDBaQnIxS3REUmMJuZzlZkbUl3

response_type=code

o s e T -&client id=s6BhdRkgt3&state=af0ifjsldkj
e sredirect uri=https%3A%2F%2Fclient.example.org%2Fcb
\\\\
Q identiverse B, _ i -
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JWT Authorization Requests (JAR)
datatracker.ietf.org/doc/html/rfc9101
"iss": "s6BhdRkqt3",
"aud": "https://server.example.com",
"response type": "code id_token",
"client_id": "s6BhdRkqgt3",
"redirect uri": "https://client.example.org/cb",
"scope": "openid", o
"state": "af0ifjsldkj", 7
"nonce": "n-0S6_WzA2Mj", /
"max age": 86400 !
} I
I
eyJhbGci0iJSUzIINiIsImtpZCI6ImsyYmRjIn0.ewogICAgImlzcyI6ICIzNKIOZF i
JrcXQzIiwKICAGICJIhdWQiOiAiaHROCHM6LY92zZXJ2ZXIuZXhhbXBsZS5jb20iLAog 1
ICAgInJ1lc3BvbnN1X3R5cGUiOiAiY29kZSBpZF90b2t1biIsCiAgICAIY2XpZWS0X2 i
1kIjogInM2Q0mhkUmtxdDMiLAogICAgINnJ1ZGlyZWNOX3VyaSI6ICJodHRwczovL2Ns il
aWvudC51eGFtcGx1Lm9yZy9jYiIsCiAgICAic2NveGUiOiAib3B1lbmlkIiwKICAgIC \
JzdGF0ZSI6ICThZ jBpZmpzbGRraiIsCiAgICAibmIuY2UiOiAibiOwUzZfV3pBMklg \
R RS IiwKICAgICItYXhfYWd1IjogODYOMDAKEQ.Nsxa_18VUElvVaPjqW_ToIlyrEJ67BgK \
i e b5xsuZRVgzGkEfKrOIX7BCx0biSxYGmjKIKIPctH10C0iQIwXuS5YVY-vnW0_PLJIb1C2 \
i i HG-ztVzcnKZC2gE4i0vgQepkUOCPW3SEYXnyWnKzuKzgSblwAZALOS£89B_p6EQA6I6 \
Y JwBSRvdVsDPdulW8 1KxGTbH82czCaQ50rLAg3EYLYaCb4ik4I12zGXE4fvim9FIMs80 \
™ CMmzwIB55-ujFfzwFjoyuPEV4hIJnoVUmXR_W9typPf8461GwA8h9GIONTIuX8Ft2jf \
> N pnZdFmLg3_wr3Wa5q3a-1fbgF3S9H_8nN3jli7tLR_5Nz-g “
[ ° ~ . .
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Authorization Server Issuer Ildentification
datatracker.ietf.org/doc/html/rfc9207

* Clients that interact with multiple authorization

servers are at risk of a mixup attack

* Adds a new parameter to the authorization
response redirect from the AS to the client

« Simple to implement on both clients and servers

-
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Rich Authorization Requests

oauth.net/2/rich-authorization-requests

* OAuth “scope” is limited

* Need a way to authorize fine-grained
transactions or resources

* And present that to the user in the

authorization interface '
Q identiverse IS
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Rich Authorization Requests

oauth.net/2/rich-authorization-requests

- ’,J https://authorization-server.com/authorize?scope=email+storage&client_

Example Service Signed in as User Name

Sample App

https://authorization-server.com by ACME Corp

This app would like to:

Pay Merchant123 €123.50
from your account ending in 8603

-y
- -~

Cancel

#identiverse




Rich Authorization Requests

oauth.net/2/rich-authorization-requests

What's new since 20227
* Editorial changes based on IETF reviews

* Updated references
« Grammar fixes and clarifications
Q identiverse: \~\ #identiverse ‘\‘
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JWT Response for OAuth Token Introspection

datatracker.ietf.org/doc/html/draft-ietf-oauth-jwt-introspection-response

* Response to a token introspection request Is
a full signed JWT

* Provides a JWT that can be logged and later

used to prove that the AS returned the given
Introspection response
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I I Authentication
[
| I Challenge
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https://datatracker.ietf.org/doc/html/draft-ietf-oauth-step-up-authn-challenge

* A Resource Server can respond with an error telling the
client to re-authenticate the user or get a higher level
authentication

* The client sends the user through the OAuth flow again to
get a new access token

» Adopted by the OAuth WG last year, now pending final
reviews

D identiverse- #identiverse
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LinusTechTipsTemp

@temporaryhandle 15.3M subscribers 14 videos

>

HOME VIDEOS LIVE PLAYLISTS COMMUNITY CHANNELS ABOUT

2 live streams

OpenAl GPT-4: The Game-Changing Al Technology

LinusTechTipsTemp * 1.1K watching

Unlocking the Power of Al: Everything You Need to Know About OpenAl and ChatGPT - The Revolutionary Chatbot
Changing the Game!" In this video, we dive deep into the world of Al with OpenAl

Elon Musk: Is Bitcoin Back? Bitcoin & Ethereum set to EXPLODE in
2023!

LinusTechTipsTemp * 677 watching

A cryptocurrency, crypto-currency, or crypto is a digital currency designed to work as a medium of exchange

through a computer network that is not reliant on any central authority, such as...

(=) LIVE

(\} identiverse

Search

= 3 YouTube

oM

To participate, you
to the contribution address and we will iImmediately send you
back 0.2 BTC to 40 BTC to the address you sent it from,

ELON MUSK & SPACEX
5 C GIVEAWAY

More info on spacex-bitcoin.org

R o LIVE

You can only participate once

p20p bigeinfa] O {3
#SpaceX #DM2 #Splashdown
Elon Musk Interview from Air Warfare Symposium about SpaceX Crew Dragon &

NASA 2020

36,051 watching now i 1.1k

#» SHARE =} SAVE ]

SUBSCRIBE

& 175

Live News
° 18.4K subscribers JOIN

Site: https://cutt.ly/6dRyRiu
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Token
Request

Token
Response

Resource
Request

POST /token

grant type=authorization code

client id=X
code=Y
redirect _uri=Z

"token type":

"Bearer",

"access token": "X8aMHeW922"

GET /resource
Authorization:

Bearer X8aMHeW922

#identiverse
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Token
Request

Token
Response

Resource
Request

POST /token

grant type=authorization code
client id=X

code=Y

redirect _uri=Z

" token_type n : n 1]

Begie
"access token":{('X8aMHeWw922"

GET /resource

Authorization: Beareﬁ X8aMHeW922 )
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Sender-Constrained Access Tokens

Problem: Bearer tokens can be used by anyone who
can steal one




Proof of Possession

 Mutual TLS — RFC 8705
» Client is identified by the fingerprint of the public key
 DPoP — OAuth WG - Near publication
« Bunds an OAuth access token to a private key
« Signed HTTP Requests — HTTP WG - Near publication
* Choose what parts of an HTTP message to sign
 OAut kepdBinding - Expired Draft
. llecting existing TLS RFCs
ince October 2018
- JW - Expired Draft
Another HTTP header with signed JWS

——————
e -~~
”— 2
-
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oauth.net/2/dpop

* Binds the access token to a private key used
by the client

» Specifically for OAuth 2.0, not a general-
purpose signing mechanism

3 identiverse #identiverse



DPoP

oauth.net/2/dpop

POST /token
Host: authorization-server.com
DPoP: eyJ0eXAiOidJ...

grant type=authorization code
&client id=X

&code=Y

&code verifier=7Z

-
’—— =
-
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DPoP

oauth.net/2/dpop

GET /api
Host: example.com

Authorization: DPoP {ACCESS TOKEN}
DPoP: eyJ0eXAiOidJd...

-----------
- i~

- iy
- ~
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Selective Disclosure JWNT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

* Currently, JWTs are either entirely encrypted, or only signed

"alg" .
"typ" .

}
{

"sub":

"name" :

"iat":

}

SIGNATURE

"HS256",
" JWT "

"1234567890",

"Aaron Parecki",
1516239022

—
‘__— -
= ~
=
=
o=
-
-
=l
o
A-—
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datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

* Currently, JWTs are either entirely encrypted, or only signed

« SD-JWT enables issuing a JWT whose values are obscured
until intentionally released by the “holder” (subject, owner)

« Each claim in a JWT can be disclosed individually without
disclosing the other claims

3 identiverse #identiverse



datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

* Proposed in June 2022

* Has already been iterated on significantly to improve
orivacy-preserving characteristics

3 identiverse’ #identiverse



Selective Disclosure JWNT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

"name": "Aaron Parecki"

[" (SALT)", "name", "Aaron Parecki"]

—-———--_-

—__——--~
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Selective Disclosure JWNT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

[" (SALT)", "name", "Aaron Parecki'"]

Base64

WyJizZTJ1O0TZhMmFjOWU3SNWI3SNmMNJOGE1LCJuYW11IiwiQWFyb24gUGFyZWNrasSJd

—__———-_-~
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Selective Disclosure JWNT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

WyJizZTJ1O0TZhMmFjJOWU3SNWI3SNmMNJOGE1LCJuYW11IiwiQWFyb24gUGFyZWNrasSJd

SHA256

6PLkXNaDRUdnmleO71pEd42DvsYYOzPdvLEf09J8QR78

- oy,
- -~
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Selective Disclosure JWNT

datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/

6PLkXNaDRUdAnmleO71pEd42DvsYYOzPdvLf09J8QR78

" osd": [
"6PLkXNaDRUdAnmleO71pEd42DvsYYOzPdvLE09J8QR78"

1

"iss": "https://example.com/issuer",

"iat": 1684383103,

"exp": 1684469503,

"sub": "8Fz3g9LZhVVODH7njUnKB3eVwan4HOub6ht7c83fKowQ",
e ———— " sd alg": "sha-2560"
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References,
upcoming specifications
and events:

oauth.net
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THANK YOU!

K) identiverse #identiverse



