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“Synthetic Ildentity Fraud is the

or entity
in order to commit a dishonest act
for personal gain or financial gain.”
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https://fedpaymentsimprovement.org/news/blog/defining-synthetic-identity-fraud-federal-reserve-launches-focus-group/
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Creating a synthetic identity
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|dentity Fraud |dentity Fraud
- - o Other fake
identifying
information
SOCIAL SECURITY SOCIAL SECURITY
N ke k ok kK TR R SOCIAL SECURITY
A BN Ty
i Person A Ji1 Person A III % % J III
Al Person A

This is a fraudster who pretends
to be ancther real person in order

This is a real person who uses
to use his or her credit.
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valid information to set up
accounts and obtain credit.

This is a fraudster who combines fake
and sometimes, real information to
establish a credit record under the
new synthetic identity.
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Using a synthetic identity, fraudsters deploy
“mix & match” attack vectors
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SYNTHETIC ID FRAUD

SYNTHETIC ID FRAUD
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The Global Impact of Synthetic Ildentity Fraud

FRAUD
Fraudulent applications for

MONEY LAUNDERING
services

PAYMENTS
Purchasing goods and services

TRAFFICKING
with no intent to pay

Narcotics and human

CREDIT
Credit repeat schemes to
TERRORISM hide bad credit and debt.
Laundering funds with the

intent to commit terrorism

Concealing the origins of money,
converting into a legitimate source
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How big of a deal is this? \

$20bn 85% $100,000

Estimated losses Synthetic Identities Avg. amount stolen e
to Synthetic Identity Fraud account for 85% of fraud by fraudsters &
before the synthetic !

fraud is found

Fiverity Federal Trade Commission PYMNTS
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https://www.fiverity.com/resources/new-report-reveals-20-billion-lost-to-synthetic-identity-fraud-sif-in-2020
https://www.pymnts.com/identity-theft/2022/synthetic-identity-fraud-costs-businesses-billions-each-year-data-shows/
https://www.ftc.gov/sites/default/files/documents/public_comments/credit-report-freezes-534030-00033/534030-00033.pdf
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Deploying a layered approach
to fraud prevention

Document Verification

—@)  Passive Fraud Detection

Biometric Verification

Data Verification
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lack of >
o digital
° identity solutions allows fraud to
flourish .
Operating independently,
neither the private nor public sectors
have been able to solve this problem




What’s the role of
governments in stopping
synthetic identity fraud?
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for attributes ( e.g. SSN) utilized in

identity proofing events...

privacy enhanced data validation APIs
identity

proofing services...
7

— Office of Management and Budget
Enabling Mission Delivery through Improved Identity, Credential, and Access Management (M-19-17)
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Us é~6§érnment’s first identity
attribute validation service: eCBSV

@ Created to stop synthetic identity fraud

e Match name, date of birth, and Social Security number
and provides death indicator

@ Challenges:
o Limited to financial services industry
o Lack of transparency on matching logic
o Expensive
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. Participating - no restrictions
- Participating - SSA only

Participating - government only
. Participating - written consent required
- Plan to participate
. Under review

# of

% of

Jurisdictions Population

41

w

69.9%

3.9%



Where do we go from here?

118t CONGRESS
1ST SESSION S. 884

To establish a Government-wide approach to improving digital identity, and
for other purposes.

IN THE SENATE OF THE UNITED STATES

MarcH 21, 2023
Ms. SINEMA (for herself and Ms. LuMwmIs) introduced the following bill; which

was read twice and referred to the Committee on Homeland Security and
jovernmental Affairs

A BILL

To establish a Government-wide approach to improving
digital identity, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Improving Digital
Identity Act of 2023,
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THANK YOU!
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