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The Next 25 Minutes

Recap: Cross Device Flows

• What are they, why do they matter 

Problems with Cross Device Flows

• How are they being exploited

Applying Zero-Trust Principles

• Verify Explicitly, Least Privilege, Assume Breach

From Principles to Practice

• 15 Practical Mitigations and When to Apply them

Q&A



What is a Cross Device Flow?



What is a Cross Device Flow?



Problems with Cross-
Device Flows



But… Mind the Gap



But… Mind the Gap



Common Attack Pattern
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Designed for Homo Securitus, used by Homo Sapiens



Three-Pronged Approach: Explore Alternatives

#identiverse



Applying Zero-Trust Principles



Zero Trust Principles and Cross-Device Flows

Verify Explicitly

Least Privilege

Assume Breach



From Principles to Practice



“Start by doing what’s necessary; then do 

what’s possible; and suddenly you are 

doing the impossible.” – St. Francis of 

Assisi



Practical Mitigation Verify 

explicitly

Least 

privilege

Assume 

breach

Establish proximity

Trusted devices

Trusted networks

Authenticated flow

User experience

Short lived tokens

Limited scopes

One-time or limited user codes

Short lived/timebound user 

codes

Unique codes

Content filtering 

Detect and Remediate

Sender constrained tokens

Rate limits

Block the flow

14 Practical Mitigations Protocol Selection
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Learn More…

Cross-Device Flows: Security Best Current 

Practice: draft-ietf-oauth-cross-device-security-

01 - Cross-Device Flows: Security Best Current 

Practice

https://datatracker.ietf.org/doc/draft-ietf-oauth-cross-device-security/01/


Thank You!


