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The current situation…



74% of organizations who fell victim to cyberattacks 

identify over-privileged access as a main cause

90% of former employees retain access to applications 

more than three months after their departure

43% of terminated accounts are still in use

26% of security incidents come from internal threats

210: average number of days a hacker is present in 

the computer systems before attacking



How did we get here?
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Identity is everywhere: 

How to tame the Identity problem?
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Common pitfalls and 
misconceptions



Observe and Analyze



Analysis pitfall
Data accumulation is not insight



Analysis pitfall
Mixing apples and oranges



Analysis pitfall
Missing context



Analysis pitfall
Superficial analysis



How To Transform Your Identity Data Into 
Information Business People Can Understand

Aggregation Alone is Not Enough!

Build and fulfill an Identity and Entitlement data model instead:

- Correlate the datasources, map them in the data model, and build missing
links

- Transform data into meaningful information





Data Visualization Techniques 
To Find the 

Needle In the 
the Access Haystack



The Problem…

350,000 Identities

2,000,000 User and Technical Accounts

500,000 Groups

800 Applications...

20,000,000 Access Rights



Data Quality: Orphan Accounts



IT Checks: Identities



IT Checks: Accounts & Groups



Analysis: Clustering Analytics



Analysis: Peer Groups



How to Make
Business People

❤️
Access Reviews



Provide Meaningful Context Information



Provide “Co-decision” Capabilities



Leverage Data Visualization Techniques



Introduce A Methodology For
Role Mining, Involving Business 

People From Day One



“A role is like a puppy, once you have one you need to care for it”

Common Pitfall: Launch a cryptic algorithms to design roles 
automatically without involving businessPeople



Top down: Spot relevant business roles across the organization

Bottom up: Spot roles content by analyzing access rights and usages

Build relevant roles

Role Mining Approach



Role Mining Experience



5

6

1 7

3

2

Create transversal roles

• Use Role Analytics features to design “transversal” 

and “base” roles

Role mining campaign and Role catalog creation
• Workshop based role mining campaign per sub-organization

• Use Role Mining feature to create role catalog

Validate the role catalog

• Create and review the role catalog

Publish role catalog

• Generate role files

Build entitlement catalog

• Extract data and correlate it

Improve data quality

• Reconcile accounts

• Spot accounts to disable

• Spot permissions to ignore

• Add metadata (permission description, sensitivity, 

…)

Document Roles

• Add information (description, 

sensitivity, approvers, administrators) 

per role, if needed

4

Role Mining Metholodogy



How to Compute Effective Risk Scoring



John Doe has admin access to a 
critical database instance….

…is it a risk?



It depends!



It is not a risk if he is the 
technical database owner

…It’s just that its sensitive

It is a risk if:

• He is a simple business user

• Used to have access in a 
previous position

• …or left the company 3 months
ago



How To Compute Effective Risk Scores To Focus On 
What’s Really Important

• Common Pitfall:
• Confusion between risky and sensitive configurations

ISO 27005 defines risk as "potential that a given threat will exploit 
vulnerabilities of an asset or group of assets and thereby cause harm to 
the organization."



Effective Risk Scoring at a Glance

RiskScorerl = frisklevel(Σ(ControlDefects * resourcesSensitivityLevel))

RiskScoreentity = Σ(RiskScorerl)



Effective Risk Scoring Leverages Data Science 

Entity

Risk

Level Control

JDOE75 1 Unused account

JDOE75 2 Password never expires

JDOE75 2 Password is too old

JDOE75 2 Atypical day/time for login

JDOE75 4 John left the company

RiskScore = 1*2^(8*0) + 3*2^(8*1) + 1*2^(8*3)

RiskScore = 16777985

Risk level 4 Risk level 3 Risk level 2 Risk level 1

32 bits unsigned integer risk score

8 bits8 bits8 bits8 bits



Is 16777985 a relevant risk score for a business user?



Common Pitfall: Presenting « risk scores » to business users

Use Ranking and Max Risk Level instead!





Take Aways



Take Aways

1. Quantity does not equal quality
• Do not just aggregate—correlate!
• Move from a data posture to identity information
• Introduce an Identity Data Fabric

2. Empower the first line of defense: Business Users
• With an exception-based approach in your UIs
• With actionable context information
• With meaningful risk information
• Leverage Identity Analytics



THANK YOU!

BOOTH #1403


