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IdPs Are Critical

• IdPs such as Okta and Azure are driving centralized security 
decisions but also centralizing risk.

• What is your response to a potential compromise of these 
environments?

• SSO providers will espouse the ‘Shared Responsibility Model’, 
how does this play in?



Prevention

• Reduce admin users
• Strong Authentication

• Regularly Password Phishing
• MFA Phishing
• Physical Theft
• Session Theft
• Compromised Endpoints

• Reups for high risk activities would resolve lots of these



Persistence/Detection
• Delegated Credentials
• Delegated Upstream Authentication
• Directory Persistence
• Selective Policy Enforcement
• Application Persistence
• Upstream Integrations
• IdP Specific Vectors



Delegated Credentials

Approach Okta Azure

API Tokens UI, Logs, Detection N/A

Client Cred OAuth App UI, Logs, Detection UI, Logs, Detection

Trusted Origin UI, Logs, Detection (N/A, App Proxy)



Okta Demo of CORS 
to Application with 

API Access



Okta Demo of CORS 
to Application with 

API Access



Delegated Upstream Authentication

Approach Okta Azure

AD/LDAP/RADIUS UI, Logs, Detection UI, Logs, Detection

Upstream IdP UI, Logs, Detection UI, Logs, Detection

Custom Factors/Controls UI, Logs, Detection UI, Logs, Detection



Azure Demo with 
Upstream IDP 

enrollment



Okta Demo of CORS 
to Application with 

API Access



Directory Persistence

Approach Okta Azure

User Creation UI, Logs, Detection UI, Logs, Detection

Group Modification UI, Logs, Detection UI, Logs, Detection

Factor Modification UI, Logs, Detection UI, Logs*, Detection



Azure Factor 
Modification Logs 





Selective Policy Enforcement

Approach Okta Azure

Global Session Policy UI, Logs, Detection N/A

Auth Policy UI*, Logs*, Detection UI*, Logs*, Detection

Enrollment Policies UI, Logs, Detection UI*, Logs*, Detection

Network Policy UI, Logs, Detection UI, Logs, Detection



Okta Auth Policy 
Modification





Application Persistence

Approach Okta Azure

Apps with Integrations UI, Logs, Detection UI, Logs, Detection

Assign Users to High 

Value Apps

UI, Logs, Detection UI, Logs, Detection

Apps with API Scopes UI, Logs, Detection UI, Logs, Detection



Upstream Integration

• IPaaS 
• Built in providers
• External providers

• Web Hooks



IdP Specific Quirks

• Org2Org/Cross Tenant Access
• Self Service Registration
• SsoAcsURLOverride
• Undocumented AWS OAuth Support
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