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Optimizing UX for 
passkeys



First try sign-in 

success

4x
Twice as fast to 

authenticate

2x
Increase adoption 

of phishing-

resistant auth

Which can increase topline revenue 🤯



fidoalliance.org/ux-guidelines

Get the guidelines.
Register for webinars.



Team



… is comprised of 77 people from 32 companies. 

1 UX research firm, Blink. 4 financial underwriters: 1Password, Google, Trusona, U.S. Bank

Matt Davey, Benji Debnam, Travis Hogan, Michael Horne, Sue Koomen, Ricky Mondello, Mitchell Armenta, Jing Gu, Bekki Lee, Sandra Barnat, Kate Ronkainen, Keri  Vogtmann , Julia Chagnier, 

Hugo Leloup, Jake Ingman, Matthew Miller, Sierre Wolfkostin , Dirk Balfanz, Christiaan Brand, Silvia Convento, Mitchell Galavan, Court Jacinic, Rebecca Shareff, Qingjie Du, Paul Tunick, Sunil George, 

Shane Weeden, George Huszar, Allyson Wagner, Elizabeth Beasley, Rakan Khalid, Yuting Liao, Calvin Ma, Arim Yoon, Judy Clare, Julia Trinidad, Robert Warne, Tatsuya Karino, Kotaro Oi, Alexander 

Board, Ellis Clarke, Yao Ding, Jinjing Song, Tim Cappalli, James Hwang, Jackie Comp, Vittorio Bertocci, Mark Opland, Amit Bhatia, Phil  Catalfamo, Matt Welsh, Jongsu Kim, Cam Champeau, Tom 

Sheffield, JAEBEOM KIM, Kevin Goldman, Andrew Ward, Stephen Oh, Lissa Crosby, Pamela Degnan, Christina Devine, Antonio Guimaraes, Leslie Johnson, Dan Lundeen, Courtney Markuson, 

Michael Toth, Amanda Willis, Patrick Leahy, Joyce Oshita, Ginny Ellsworth, Bob Farrigan, Nithya Srinivasan, Amy Ulrich, Yueh Chin, Sunni Davis, Blake Henson, Arthur Law.

AgileBits, DBA 1Password, American Express, Apple Inc., Axiad IDS, Inc. , Beyond 
Identity, Inc. , BlinkUX, Dashlane, Duo Security at Cisco, Google Inc., HYPR, IBM, 
Idemia, Intuit, JP Morgan Chase Bank, NA, Mercari, Inc., Meta, Microsoft, Nok Nok, 
Okta, Inc., Onfido Ltd., PayPal, Samsung Electronics Co., Sony Group Corporation, 
Target Corporation, Telecommunications Technology Association, Trusona, Inc., 
TrustKey, U.S. Bank, VMware, Wells Fargo, WiSECURE Technologies, Yubico, 

FIDO Alliance UX Working Group 
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Approach



Design Test

Audited well-known passkey 

deployments, interviewed 

brands & platform providers. 

Diverged then converged on hi-

fidelity clickable prototypes and 

a live reference website.

Recruited target end users, 

asked to complete tasks, 

observed friction & delight.  

4x

Empathize

UXWG’s approach



Testing scope

26 U.S. 

consumers

iOS 16+

Android 9+

eCommerce

use case



Real users experiencing 
passkeys





UX Guidelines



UX Guidelines

10 UX principles 3 content principles 4 user journeys

Creation Sign-In

Recovery Settings
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Prompt to create passkeys alongside account-
related tasks.
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Account Creation Goals

1. Create new accounts with passkeys (no password)

2. Include fallback authentication methods

3. Decrease account creation time while increasing success



Account Creation: with a passkey
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Account Creation: with a passkey



Account Creation: passkey creation canceled



Account Creation: passkey creation canceled
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fidoalliance.org/ux-guidelines

Get the guidelines.
Register for webinars.



Panel

Christiaan Brand Cam Champeau Niharika Ved
Product Manager: Identity and Security

Google
Product Manager II 

Sony PlayStation
Senior Product Designer 

Intuit 





Accessibility

Who is responsible for the accessibility of passkeys?





Autofill

Why or why not use autofill?





Authentication options

Consumers want options for authentication. 
Should passkeys be one of many options?





Change

How will the UX for passkeys change over time?



Thank you! 

☺️



Optimize UX for passkeys
Register for the webinar series

fidoalliance.org/ux-guidelines 

June 

13

June 

20

June 

27

http://www.fidoalliance.org/ux-guidelines


fidoalliance.org/ux-guidelines

Get the guidelines.
Register for webinars.
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