Oops | got 10 billion users:

Top 10 steps to a valuable consumer account system
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What happens at Identiverse...
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The opposite of
value
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Growth is good,

Customers

right?

Time
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8 billion

i Microsoft accounts; 4
10+ billion
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Top 10 to value
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One Account per User



Ronni*@aol.com

Ronni**@aol.com =
(on Microsoft)

Ronni******@yahoo.com
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Ronni*@aol.com
(on iCloud)

Ronni**@iCloud.com

Ronni***@iCloud.com

RG12***@iCloud.com

And more...
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Things you can do:

Use single sign on techniques to prevent

unnecessary friction

Encourage users to add backup info early

in the journey

Verify that info and help them keep it up

to date

If you support passwords, consider
supporting modern alternatives (more on

this later)

D identiverser

Ways to prove who you are

Manage sign-in and verification options for your Microsoft account. Learn more about sign-in and
verification.

v [ Email a code robinlyngoldstein@gmail.com © Up todate
Email Used for
robinlyngoldstein@gmail.com Account verification
Date added Last used
12/16/2019 872172022

Receive alerts
On

Learn more about alerts

View activity Remove
A1 Email a code robingo@microsoft.com © Up todate
D Text a code 4253548994 © Up todate
O con © Uptodate

@ Add a new way to sign in or verify

< =

annav@outlook.com

o

We've got your back
Recovery info ensures you can always

get back into your account

BE . Phone number
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Brand + value proposition



Can | trust you?

“Do | need this? I'd rather not go
through the hassle and be

inundated with sales pitches”
“Shouldn’t you know me

by now?”

“I do use Office [but] |
don’t believe | have a
Microsoft account”

“What will happen if | do
this?”
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So instead of this...

15:40 P Z QO il @724

Microsoft Teams

a

Get started with your work, school, or
personal Microsoft account

Enter email, phone, or Skype

No account? Create one for free

Join a meeting

Privacy & Cookies

BE Microsoft

& Heisenbergthefirst@outlook.com
Enter password

Password

Forgotten your password?
Email code to heisenbergthefirst@outlook.com

Sign in with a different Microsoft account

Terms of use  Privacy & cookies

identiverse
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BE Microsoft
Signin

Email, phone or Skype

No account? Create one!

Welcome to Gat
Pass!

You've made an excellent choice.
Let's get you signed up!

C\  sign-in options
SIGN ME UP

ALREADY A MEMBER? SIGN IN

Trouble signing in?

Terms of use  Privacy & cookies

13:58 © ZiRAE . 5 @81

Zd AT @D T

) Office

B Microsoft
< Heisenbergthefirst@outlook.com
Enter password

Password

Forgot password?
Signin

Manage all your documents, notes,
and media in one place

Sign in or Sign up for free

tma\\, phone or Skype name 9

Sign in later

By using this app, you agree to the terms of use

Terms of use  Privacy & cookies

#identiverse



Everyone together
in Teams

Stay connected and organized across
work, school, and life.
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123 space return
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Signin

It's all here with Microsoft account.

clairemurali@outlook.com

New to Microsoft? Create account

Z X CV BNM &

¢

This...

|
Signin

It's all here with Microsoft account.
‘ clairemurali@outloc

Play hundreds of high quality games
using your Microsoftaecount:

QWERT Y U I

Signin
A'S D F G H J K L

Create account

4 Z X CVBNM
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Signin

It's all here with Microsoft account.

Welcome to
Microsoft 365

Create, share and collaborate all in one
place with your favorite apps.

clairemurali@outlook.com

New to Microsoft? Create account

QWERTY U I OFP

A°'S D FGH J KL
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©
o

#identiverse



All Microsoft v Search O Catt ¥ Go Robin Go 0

B® Microsoft Sign out

Go Robin Go

robingo@outlook.com

| CREED 7
Things you can do: i,
g

Let users know what they can do with the

account & iCloud
ng_hllght thmgs they care abou_t like keeping 0Do: @ e et
thel r data and fl IeS Safe and aval Iable You will use this email and password to log into your
F Sl * accounts for all your favorite services across The Walt
Use common UX controls and make your Disney Famiyof Companie,inluing D'
brand and visual language part of any ,
. . . . Easily access apps and
Interactive S|g nin UX data from your iPhone on Emall
the web
As much as possible, one account per user — Cloud is essentialfor keeping CONTINUE
even when you have multiple brands e !
available wherever you are. At New to Disney+7? Sign up

iCloud.com, you can access your
photos, files, and more from any
web browser. Changes you make
will sync to your iPhone and
other devices, so you're always
up to date.

D identiverse i, | - s #identiverse
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Measure What Matters



NEW YORK TIMES BESTSELLER

Measure

OKRs - The Simple Ideg
That Drives 10x Growth

MMMMMMM

"
_ . " MANAGr” Bill Gapes

(3) identiverse

(for illustrative purposes only)

WHAT? Objective: Maximize
subscription revenue

HOW? Key Results:
* Increase sign up rate from 45% to 80%

* 50% of users sign in to 2 or more services
each month

« Users stay signed in on the same device
90% of the time

#identiverse



Good data is the foundation for measuring impact

Inconclusive:

Active New Count Signin
900bn 49M 1T 10%
2000% WoW*

SignUp

Better:

Key Results

60

50

40

30

20

10

Jan Feb

=== % Sign in success
-0 Consent UX rollout

Mar Apr

mmm % Sign up success
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Mobile flows getting more common [ e

404-04
374315 is your Twitter login code. Don't reply to
this message with your code.

Welcome back! @ e

We're so excited to see you again! Ple.aselcheck your phone \.Nllth number ending in 57 .for
3 a six-digit code and enter it in the box below to log in.

Need help? Please contact Twi

0))
1

A\ Done

Log in with QR Code

From Messages

Scan this with the Discord mobile 374315
app to log in instantly. 1 7 3
ABC / DEF
4 5 6
GHI JKL MNO
P4 8 9
PQRS \ TUvV WXYZ
X e 0 <)

@«\3;» identiverse
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More devices, more value




Make it work
everywhere

2 Or more apps
2 or more devices

4x or more lifetime value per
customer
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Passwords are bad
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Avoid password headaches

« Offer MFA
* Provide passwordless options

* New techniques like passkey

more user friendly and phis-
resistant

 Build WebAuthN directly in
your apps

———————————
- -~
- Sw
.~ ~




SMS Is bad too
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Don’t be hung
out to dry

* Implement protections such
as reputation services to get
a handle on IRSF Fraud

* Reduce “good” SMS usage
by enrolling users in remote
approval (WebAuthn)
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Regulation and Privacy



Not just a good idea, it’s the law(s)

* Do Not Track - for browsing
« COPPA - children’s privacy
 GDPR - robust EU privacy

« CCPA (California) - state privacy

« Colorado, Connecticut, lowa, Virginia, Utah
coming soon

» China PIPL - personal info protection

- DMA = new EU regulations around data
sharing and sign in |

...and more



Everything, everywhere, all at once



Minutes of downtime x Average revenue per minute = downtime losses
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*Zero Trust” for Consumers
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’ Fraud is everywhere, and adapting
amazon
I Sty fox You
Z : ) From: Netflix <rahma-cakupuvjye-vakangenlaaywa@bihvgh.com>
For your protection L8 Dot Seplember 11 2020 S e 0o T AN G2
To
Be aware of 9"‘: caﬂ:n:nd Subject: Re: Update Payment Subscription - We can’t authorize payment September 13, 2020.
Eeloada:!‘e Simd ms::,,,.‘,,mb.nmm Order Number : 38443246
« You are asked to purchase a large number of gift cards
« Someone calls claiming to be the IRS
« You are pressured 1o buy gift cards 10 pay your taxes
Update current billing
information
Imitial Cain
Account Takeover Mining Fraud .
Offering Fraud
E ot authorize your payment for
Phishing Hatnils Exit Seamu . your subscription, Netflix was
yment because the financial
Credential '3I:l.rh1 . Crspto Jacking Purmip and Dump a Fieithly eharge:
i i attacks
Online Gaming e
Fraud: How to Detect 70+ S h
a m o wa t have you back. if you change
- a nd Prevent SCO ms c s c Art your membership and
o o enjoy all the best TV shows

out for online

comparitech

Q identiverse
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Thmgs you should do

Map user journeys according to user risk and
categorize high risk operations

« Apply controls like identity proofing or
multifactor authentication before creating an
account or viewing payment info

« Use real-time risk analysis on user signups and
challenge high risk users appropriately with tools like
CAPTCHA

» Have good monitoring and adapt based on
suspicious patterns

* Replace attackable password and SMS based
authentication methods with unphishable
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THANK YOU!

acknowledgements:

Shinesa Cambric
Eric Sachs
Kelsey Vaughan
Brandon Werner
Alex Weinert
Frank Chiachiere
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