. Know Thy Enemy:
Understanding the Psychology of
the Modern ldentity Fraudster
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Identity fraud is a

growing problem in
the modern worlid
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The motivations of a
identity fraudster
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Idenﬁﬁ} fraudsters are primarily
motivated by money
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The modern
identity fraudster
is always not who
you expect...
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There are 5 different types of ldentity Fraudster

Low sophistication High sophistication

Casual Sophisticated Sophisticated

Abuser Abuser Fraudster
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How ldentity
Fraudsters operate
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1¥s all about ROI

Their Earnings \ / Your Fraud Tools

Revenue — Expenses
ROI =

x 100
Expenses
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Regardless of their profile, their patterns
of behavior are similar...
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Meticulous Patient Smart combination
Planner of tactics
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Fraudsters know you are reactive
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Today’s identity
fraudsters are
operating at scale
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Quantity over quality
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Easy
72.9%

Document fraud is numbers game:

L]
Easy
Where document elements are clearly wrong, for
example, documents have the wrong font or an
obviously attacked photo.

-
Medium
Less obvious errors, such as less visibly incorrect
fonts, the wrong photo printing technique, or
imitated security features.

=
Hard
Cases that require enhanced knowledge of document
manufacturing (eg. security features, printing and
deliberate mistakes) to detect anomalies.
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Question to you!
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Printed

On-screen

Digital tampering
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Most biometric fraud is unsophisticated (for now)

Spoof identity document
A photo or video of the image
on the identity document.

L
2D mask

A photo or video of a 2D
printed mask.

Photo on screen

A photo or video of an
image on screen.

L]

Spoof printed on paper
A photo or video of an
image printed on paper.

3D mask

A photo or video of a 3D
mask or other 3D objects.

Video on screen

(Video check only): A video
of a video on screen.
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The consequences of
identity fraud
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How to protect your
business and
customers
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Corporates

% Proactively deploy identity
fraud solutions at onboarding
and beyond

% Adopt a multi-layered
approach to fraud

+ Consider step up verification
for high risk scenarios
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Individuals

% Stay aware of scams
% Never disclose personal
data over the phone or

via email

% Protect your data and
sensitive documents
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Layered Fraud

Passive Signals
||
Protection
Government Databases
% Passive Signals
> Device
> Network

> Behaviour

Identity Documents

Biometrics
« Document
> High Assurance at High Risk Moments
Post Onboarding
+ Biometrics
> Solves hard problems
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Remember:
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The Modern
identity
Fraudster:

K/
0’0

Cares about scalable, high ROl and
low risk opportunities!

% Cares about their business as you
care about yours

R/
0’0

Is ready to fight and waiting for you to
make mistakes

The slowest in the pack will always
be the first target.
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THANK YOU!
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