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Identity Evolution

2001: Liberty Alliance
Frameworks for 
Federation, Assurance and 
Governance

2005 SAML 2.0

2008: OpenID 1.0/ 
Information Cards
User-centric Identity
Dynamic Trust Model

2010 OAuth
Standard for Access 
Delegation

2012: OpenIDConnect

PKI based Strong Authentication

2023: Passkeys
PKI based passwordless 
portable authentication

2018: FIDO: WebAuthn

Web-based cross-domain 
Single Sign-On

Authentication protocol on 
top of OAuth 2.0

202X: 
Verifiable Credentials
DID
Mobile Wallets



Good vs Bad Actor?

Friction for “good users” Defense for “bad users”



The Threat Is Evolving — And Accelerating

1997: cURL

And other tools to
script HTTP requests 

2010: OpenBullet
Headless browsers
used to automate
HTTP requests

2010s: Proxy
Services
Gain popularity as
websites implement
anti-bot measures

2017: Puppeteer
A popular tool that
executes JS &
automates complex
tasks

2018: Stealth
Plugins
Allow attackers to
avoid detection at
scale

2023: CaaS is
Mainstream
Solutions like
EvilProxy remove
barriers to entry



Identity-as-a-Service (IDaaS)



Stolen & Synthetics 

Credentials

FRAUD FARMS

Bots & 

Scripts

Device 

Spoofing

IP spoofing & 

hijacking

Fraud Farm 

Services

Attacker Evasion Techniques



Cybercrime-as-a-Service (CaaS)



Generative AIAttack Types

o Volumetric (e.g. Credential Stuffing)

o Low and Slow (e.g. pig butchering)



Fraudster Tools



Volumetric Attacks



Social Engineering Attacks



Generative AI



Generative AI impact on Identity



Generative AI



Generative AIHow do you protect?

o Help with Evolution / Education

o Strong Active Authentication e.g. passkeys

o Passive Authentication / Risk Signals



Passive and Continuous Authentication

IP

• Known TOR exit node

• Proxy Service

• Data Center

• High Abuse Velocity

• VPN

• Part of Botnet Service

Phone

• Name Address Match

• VOIP

• Subscriber Status

• Porting History

• Activation Length

• Pre-paid vs post-paid

Email

• Email Longevity

• Email Frequency

• Email Enumeration

• Email Tumbling

• Email Formation Issues

• Domain Intelligence



Passive and Continuous Authentication

Mouse 
Motions Keypress Touch Screen 

Interactions

Behavior BiometricsDevice Fingerprinting



Device 

Intelligence

Assess the fingerprint 

received against known 

valid signature

Browser 

Spoofing

Look for abnormal usage 

of outdated or obsolete 

browsers

OS spoofing

Look for abnormal usage of 

outdated or obsolete 

Operating Systems

Behavioral 

Biometrics

Assess how the user 

interacts with the challenge

Email 

Intelligence

Evaluate the syntax of the 

email address and the 

domain used

Risk Signals of Fraudulent Activity

IP Intelligence 

& Reputation

Evaluate the user’s IP 

geolocation, network, and 

reputation

Headless 

Browsers

Detect botnets that 

leverage headless 

browsers  frameworks

Known Bots 

and Automation

Identify known good bots 

like search engine and 

SEO

User Behavior 

Analysis

Detect clients sending 

requests with high velocity

CAPTCHA 

Farms 

Detect captcha solving 

services (aka fraud farms)



Good vs Bad Actor?

Friction for “good users” Defense for “bad users”



THANK YOU!
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