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Identity 
is under 
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More Devices

More Digital Businesses
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Identity

Account Takeover

New Account Fraud
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Identity

Account Takeover

New Account Fraud

68%Phishing

37%Social Engineering

30%Password Spraying

27%Session Hijacking

23%Tampered Device

21%Credential Stuffing

59% Malware

34% Credential Reuse

29% Remote Access Trojan

26% Bots

23% Supply Chain

SQL Injection20%

19%MFA Fatigue
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Checkout Fraud

Identity Fraud

Credit Card Fraud Loan Fraud

Insurance Fraud

Bank Acct Fraud Wire Fraud

Returns Abuse

Identity

Account Takeover

New Account Fraud

Apps & Data

FRAUD
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Blackmail

IP TheftUser Data

Ransomware

Checkout Fraud

Identity Fraud

Credit Card Fraud Loan Fraud

Insurance Fraud

Bank Acct Fraud Wire Fraud

Returns Abuse

Identity

Account Takeover

New Account Fraud

Apps & Data

Infrastructure

FRAUD



Checkout

TRANSACTION FRAUD



Unknown 
User

Session Registration Login
Profile 

Management
Checkout

NEW ACCOUNT FRAUD

ACCOUNT TAKEOVER

BOTS

EMAIL CHANGE

TRANSACTION FRAUD

SESSION HIJACKING
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Approve

Other

Deny

RISK INTELLIGENCE

User Risk Behavior

User-Based Risk Behavior

User Location Anomaly

Anonymous Network

Geo-Velocity Anomaly

IP Reputation

IP Velocity

User Velocity

New Device

Bot Detection

Suspicious Device

Composite

Custom

Session Begins

Identity
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EVOLUTION 
IDENTITY ATTACK SURFACE
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App

App

App

APP-CENTRIC IDENTITY

Passwords
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App

App

App
Centralized 

Identity

COMPANY-CENTRIC IDENTITY

MFASSO

RISK

FIDO
PASSWORDLESS
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App

App

App
Credential 

Issue & Verify

USER-CENTRIC IDENTITY
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Credential
Issuance

Credential 
Verification

Identity
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to protect users, 
apps, & data

“IDENTITY-DEFINED SECURITY”
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Brute Force

Dictionary Attack

Password Spray

Credential Stuffing

A U T H E N T I C AT I O N  AT TA C K S M I T I G AT I O N S

MFA

Password Policies

Passwordless

Risk Signals
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Privilege Escalation

Access Control Attack

Session Hijacking

A U T H O R I Z AT I O N  AT TA C K S M I T I G AT I O N S

RBAC / IGA

ABAC / Fine-Grained

Session Timeout

Encrypted Session Data

Audit Trails & Monitoring
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Phishing

Spear Phishing

Business Email Compromise

S O C I A L  E N G I N E E R I N G  AT TA C K S M I T I G AT I O N S

Security Awareness Training

MFA

Behavioral Analysis

Automated Feedback

Automated Warnings
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to protect our identity 
infrastructure

“SECURITY-PROTECTED IDENTITY”
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Identity

Account Takeover

New Account Fraud

Identity
Infrastructure

IGA / LCM / PAM / AM

Run-time Defenses

Response Playbooks

Run-Time Mitigations

Configured Correctly?

Responses
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A.I.

THE NEW

BATTLEGROUND
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What happens when you 
can’t TRUST

 what you hear?



28

…or what you SEE

Live
deep 
fake

AI-generated 
audio
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Impersonation, Cloning…

WHAT’S AUTHENTIC?
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KNOW TRUST HOPE
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VERIFYKNOW HOPE

V E R I F I C AT I O N  S H R I N K S  T H AT  G A P

ZERO TRUST =  VERIFY EVERYTHING ALWAYS
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VERIFY HOPEKNOW

A . I .  F O R  BA D  W I L L  E X T E N D  T H E  G A P
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“TRUST THEN VERIFY”
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“VERIFY ALWAYS”
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IF IDENTITY IS

THE NEW

PERIMETER…
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THEN AUTHENTICATED

IS THE NEW AUTHENTIC
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ALL UNAUTHENTICATED

CHANNELS WILL BECOME

UNTRUSTWORTHY
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U N AU T H E N T I C AT E D  C H A N N E L S  A R E  TOA ST

VideoAudioEmail PhoneMessages
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A I  F O R  BA D  W I L L  P R EC E D E  A I  F O R  G O O D

Cloning
& Social Eng

Human-Like 
Bots

Tricking Risk 
Signals

Realistic 
Fake 

Accounts
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Identity
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Prospect Loyal UserITDRFraud
IGA, PAM, 

AM 
Convergence

Verification Decentralized 
Identity

SCOPE OF IDENTITY GROWING
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FRAUD

RISK

IDENTITY VERIFICATION

PROFILE

AUTHENTICATION

MULTI-FACTOR AUTHENTICATION

AUTHORIZATION

POINT OF SALE (POS)

EMR

LOYALTY
PROGRAMS

MARTECH

CRM

BUSINESS
INTELLIGENCE

Update 
Profile

Create 
Account

Login Use Service
Unknown
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Browse 
Website

SO TOO IS COMPLEXITY

Prospect Loyalty
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Frictionless
Experiences

Identity
SecurityFRAUD
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IDENTITY IS

UNDER ATTACK
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WE’RE NOW

THE FRONT-LINE
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THANK YOU
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