Full Disclosure:
Behind the Scenes of SD-JWT
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Reviewer, Review Thyself

(aka Rough Agenda)

&
* Rough Agenda (meta)

* Brief history of tokens
* Briefer future of tokens

» Selective disclosure (SD) and
JSON Web Token (JWT)

* My journey to SD-JWT (with
photos, of course)

« Basic workings of SD-JWT

* Miscellaneous/closing
considerations
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A Token History of Tokens: SAML 1.x SSO

Asserting Party Relying Party

Browser
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A Token History of Tokens: WS-Federation

|dentity Provider Relying Party

Security
Token

Browser
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A Token History of Tokens: SAML 2.0 SSO

|dentity Provider

Browser
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A Token History of Tokens: OAuth 2.0

Authorization
Resource Server
Server

Cllent
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A Token History of Tokens: OpenlID Connect

OpenliD Provider Relying Party

Browser
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The Future of Tokens

Wait for it...
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The Future of Tokens!

Issuer Verifier

Credential
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Well, Actually... mproved privacy

User control
Reduced data retention
Seamless trust establishment Verifier
Fancy cryptography
Magic interoperability
Societal paradigm shift

Issuer //vm
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Presentation
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Full Disclosure:

I’'m jl;S not that smart...

(tend to ignore or dismiss things | don't understand while clinging to things | do)

TT——




Which brings us to SD-JWT

(something in this future to cling to)

"Selective disclosure
refers to the practice of
releasing information to
some individuals or
organizations while
withholding it from
others."

- A Generative Atrtificial Intelligence

| do know something about JWT and can grasp selective disclosure

(even without the help of Al but it didn’t hurt)
#identiverse
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| was In Norway...




Slack, Email, and Some Midsummer Day's Zooms




SD-JWT Debuted at IETF 114 in Philadelphia
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“Adopted” by the OAuth WG Shortly Thereafter
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Selective Disclosure for JWTs (SD-JWT)

Abstract

This document specifies conventions for creating JSON Web Token (JWT) documents that support
selective disclosure of JWT claims.
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With Enough Complaints
and Contributions

UP FOR AN AVAILABLE SLOT
e IN THE MEETING WIKI




Be careful what you wish for, lest it come true

Reactions Apps Whiteboards
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A JWT

eyJhbGciOiAiRVMyNTYifQ.eyJfc2Qi0iBbIjIZTHFJRDhXXzVfcOFIM3E3c3FTS303cC
G5j0U9VeVpuTUSNdUM5cW80SmMiLCAINEFacEJVRTRvS1YyUnliamFwc2RzaGOXNX1pb
XdazZ2FfcHZWeXdKbVEtayIsICI2dHRZNHFFbDFYMmM9iemROUF81WF1IbyOyLXpfcFFCe
C10d1RpY21RYzdIIiwgIjc3cE9HCWc3MNnl11VTE1RGNTVFGOTF2ZE84TnZFTFUtczJIPd
GkOUTE4eFkiLCAibUduUWhibW1UVU1vNHdjRNdQTULIBWjNFbFAydjctNnIJLVFNtdkViY
mxCOCJdLCAiaXNzIjogImhOdHBz0i8vZXhhbXBsZS5jb20vaXNzdWVyIiwgImlhdCI6I
DE2NzkONTEWOTQsICI1eHA1OiAXN]jc5NDUXOTKkOLCAIX3NkX2FsZyI6ICIzaGEtMjU2I
n@.U770FULg_s_ BrHAAJreWt831834p171Z20zHOCcM1F] _hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmijy XkdA

3 identiverse
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An SD-JWT! (Issuance)

eyJhbGci01iAiRVMYNTYifQ.eyJfc2Qi0iBbIjJZTHFIRDhXXzVfcOFJM3E3c3FTS303c
G5jOU9VeVpuTUSNdUM5cW8OSmMiLCAINEFacEJVvRTRvS1YyUnliamFwc2RzaGOXNX1pb
XdazZ2FfcHZWeXdKbVEtayIsICI2dHRZNHFFbDFYMm9iemROUF81WF1Iby@yLXpfcFFCe
C10d1RpY21RYzdJIIiwgIjc3cE9HcWc3Mn11VTg1RGNQTVFGOTF2ZE84TnZFTFUtczJPd
GkOUTE4eFkiLCAibUduUWhibW1UVU1vNHdjRNdQTULIBWjNFbFAydjctNnJLVFNtdkViY
mxCOCJdLCAiaXNzIjogImh@dHBz0i8vZXhhbXBsZS5jb20vaXNzdWVyIiwgImlhdCI6I
DE2NzkONTEWOTQsICJI1eHAIOiAXNjc5NDUXOTKOLCAIX3NkX2FsZyI6ICIzaGEtMjU2I
n@.U770FULqg_s_BrHAAJreWt831834p171Z0zHOcM1F]_hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmjy XkdA~WyJHV1BXMFROZFFaejRicFROM3IXSzhBIiwgImdpdmVuX2
S5hbWU1iLCAiT2xpdmUiXQ~WyIMZmgOMGZNandpY2N6SzFuS3MOQLldRIiwgImZhbWlseV9
UYW11lIiwgI1ll1ldyJd~WyJQQm1lrSDh2Y2ZUVFpOM3RRMD1keWlnIiwgImVtYWlsTIiwgIm
95QGV4YW1lwbGUuUY29tI10~WyJ3SDFNOW16bUtPejVaclVweUpBVjBRIiwgInBob251X2
51bWJ1ciIsICIrMSOYyODEtMzMwLTgwMDQ1iXQ~WyJ5U2NgqROILa®otTGI5SNnUZzOHBZNFZ
3IiwgImIpcnROZGFOZSISICIXOTk2LTAILTMxI10

() identiverse
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{"alg": "ES256"}. IﬂSlde the SD'JWT

{
"sd": [
"2YLgID8W 5 sAI3q7sqSKz7pnc90UyZnMNMuC9qo4ic”,
"AAZpBoE4oKV2Rybjapsdshml5yimwzZga pvVywImQ-k",
"6ttY4qE11X20bzdtP_5XYHo-2-z pQBx-tvTicmQc7I",
"77p0Gqg72yulU85DCcjMQF91vdO8BNVELU-s20ti4Q18xY",
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8"
I,
"iss": "https://example.com/issuer",
"iat": 1679451094,
"exp": 1679451994,
" sd _alg": "sha-256"
}
.U770FULq_s_BrHAAJr6Wt831834p171Z0zHOcM1FI_hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmjy XkdA~WyJHV1BXMFROZFFaejRicFROM3JXSzhBIiwgImdpdmVuX2
S5hbWUiLCAiT2xpdmUiXQ~WyIMZmgOMGZNandpY2N6SzFuS3MOQldRIiwgImZhbWlseV9o
UYW11IiwgI111ldyJd~WyJQQm1rSDh2Y2ZUVFpOM3RRMD1keWlnIiwgImVtYWlsIiwgIm
95QGVAYW1wbGUUY29tI10~WyJI3SDFNOW16bUtPejVaclVweUpBVjBRIiwgInBob251X2
51bWJ1ciIsICIrMSOYODEtMzMwWLTEWMDQiXQ~WyJ5U2NqROILa®otTGI5SNnUZzOHBZNFZ
3IiwgImIpcnROZGFOZSISICIXOTK2LTAILTMxI10O

#identiverse



Inside the SD-JWT

{"alg": "ES256"}.
{

" sd": [
"2YLQID8W_5_sAI3q7sqSKz7pnc90UyZnMNMuC9qo4]c”,
"4AZpBoE40oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qE1l1X20bzdtP_5XYHo-2-z_pQBx-tvTicmQc7I",
"77p0Gqg72yuU85DcjMQF91vdO8SNVELU-5s20ti4Q18xY",
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8"

1,

"iss": "https://example.com/issuer",

"iat": 1679451094,

expT: 1679451994, ~WyJHV1BXMFROZFFaejRicFROM3IXSZzhBIiwgImdpdmVuX2
_sd_alg": "sha-256

S5hbWUiLCAiT2xpdmUiXQ~WyIMZmgOMGZNandpY2N6SzFuS3MOQldRIiwgImZhbWlseV9o
?U770<——SIGNATURE——>Xde uYW11lIiwgI11l1dyJd~WyJQQmlrSDh2Y2ZUVFpOM3RRMD1lkeWlnIiwgImVtYW1lsIiwgIm
95QGV4AYW1wbGUuUY29tI10~WyJ3SDFNOW16bUtPejVaclVweUpBVjBRIiwgInBob251X2
51bWJ1ciIsICIrMSOYODEtMzMWLTEWMDQiXQ~WyJ5U2NqROILa®otTGI5SNUZOHBZNFZ
3IiwgImJpcnROZGFOZSISICIXOTK2LTAL1LTMXxI10O

#identiverse



Hashes -> Disclosures

~WyJ3SDFNOW16bUtPejVaclVweUpBViBRIiwgInBob251X251bWI1ciIsICIrM
SOyODEtMzMwLTgwMDQiXQ

{"alg": "ES256"}.

{ ~WyJIMZmgOMGZNandpY2N6SzFuS3MOQLldRIiwgImZhbWlseVOuYW11lIiwgIllld
Il_sdll: [ yjd
"2YLQID8W_5_sAI3q7sqSKz7pnc90UyZnMNMuC9qo4lc",
"4AZpBoE40oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qEl1X20bzdtP_5XYHo-2-z_pQBx-tvTicmQc7I"

"77pOqu72yuU85chMQF91vd08NvELU—sZOti4Q18XY"?\\\“‘\\\* ~WyJQQm1rSDh2Y2ZUVFpOM3RRMD1keWlnIiwgImVtYW1lsIiwgIm95QGVAYW1wb
"mGnQhbmmTUIo4wc FWPMIAZ3ELP2v7 -6rKTSmvEbb1BS" GUuY29tIle
1,
"iss": "https://example.com/issuer",
"iat": 1679451094, ~WyJHV1IBXMFROZFFaejRicFROM3JIXSzhBIiwgImdpdmVuX25hbWUiLCAiT2xpd
"exp": 1679451994, mUiXQ

" sd_alg": "sha-256"

}

U770<-- -- .
U776<--SIGNATURE-->XkdA ~WyJI5U2NqROILa@ot TGI5SnUZOHBZNFZ3IiwgImIpcnRoZGFOZSTsICIXOTK2L

TA1LTMxI1lo

K) identiverse #identiverse



Inside the Disclosures

~WyJ3SDFNOW16bUtPejVaclVweUpBViBRIiwgInBob251X251bWI1ciIsICIrM
SOyODEtMzMwLTgwMDQiXQ

["wH1[...]0Q", "phone number", "+1-281-330-8004"]
{"alg": "ES256"}.

t ~WyIMZmgOMGZNandpY2N6SzFuS3MOQ1dRIiwgImZhbWlseVOuYW11IiwgI111ld

sd": [

- yJd
"2YLqID8W_5_sAI3q7sqSKz7pnc90UyZnMNMuC9QO4Jc"’///////////' ; L v o vy
" 4AZpBoE4oKV2Rybjapsdshm1Syimwzga. pvVywImo-k". ["Lfh40fMjwicczKInKs4BWQ", "family name", "Yew"]
"6ttY4qE11X20bzdtP_5XYHo—2—z_pQBx—thichc7I"7\\\\\\\\\\}

"77p0Ggg72yuU85DCMQF91vVAOBNVELU- 20t 14Q18XY" ~WyJQQmM1rSDh2Y2ZUVFpOM3RRMD1keWlnIiwgImVtYWlsIiwgIm95QGVAYWlwb

"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8" GUuY29tIle
1 [ "PBmRH8vCcfTTZt3tQo9dyig", "email", "oy@example.com"]
"iss": "https://example.com/issuer",
“iat”: 1679451094, ~WyJHV1BXMFROZFFaejRicFROM3IXSzhBIiwgImdpdmVuX25hbWUiLCAiT2xpd
"exp": 1679451994, mUiXQ

}"—Sd—alg"‘ "sha-256" [ "GVPWOTtdQZz4bpTN3rWk8A", “"given_name", "Olive"]

.U770<--SIGNATURE-->XkdA .
~WyJ5U2NgqROILa@otTGI5SNUzOHBZNFZ3IiwgImIpcnROZGFOZSISICIXOTk2L

TA1LTMxI1O
["yScjGBKRI-Lb9Tu38pY4Vw", "birthdate", "1996-65-31"]

K\) identiverse #identiverse



Selecting a Disclosure

{"alg": "ES256"}.
{

" sd": [
"2YLQID8W_5_sAI3q7sqSKz7pnc90UyZnMNMuC9qo4lc",
"4AZpBoE40oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qEl1X20bzdtP_5XYHo-2-z_pQBx-tvTicmQc7I",
"77p0Gqg72yuU85Dc jMQF91vdO8NVELU-s20ti4Q18xY",
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8"

I,

"iss": "https://example.com/issuer",

"iat": 1679451094,

"exp": 1679451994,

" sd_alg": "sha-256"

}
.U770<--SIGNATURE- - >XkdA

~WyJ5U2NgqROILa@otTGI5SNUzOHBZNFZ3IiwgImIpcnROZGFOZSISICIXOTk2L
TA1LTMxI10

["yScjGBKRI-Lb9Tu38pY4Vw", "birthdate", "1996-05-31"]
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Selecting a Disclosure

eyJhbGci0iAiRVMyNTY1ifQ.eyJlfc2Qi0iBbIjIZTHFIRDhXXzVfcOFIM3E3c3FTS303cC
G5j0U9VeVpuTUSNdUM5cW8OSmMiLCALINEFacEJVRTRvS1YyUnliamFwc2RzaGOXNX1pb
XdaZ2FfcHZWeXdKbVEtayIsICI2dHRZNHFFbDFYMmO9iemROUF81WF1Iby@yLXpfcFFCe
C10d1RpY21RYzdIIiwgIjc3cE9HCcWc3Mn11VTE1RGNTVFGOTF2ZE84TnZFTFUtczJPd
GkOUTE4eFkiLCAibUduUWhibW1UVU1vNHdjRNndQTUIBWjNFbFAydjctNnJLVFNtdkViyY
mXCOCJdLCAiaXNzIjogImh@dHBz0i8vZXhhbXBszZS5jb20vaXNzdWVyIiwgImlhdCI6I
DE2NzKONTEWOTQsICJ1eHAiOiAXN]jc5NDUXOTKkOLCAIX3NkX2FsZyI6ICIzaGEtMjU2I
ne.U770FULq_s BrHAAJr6Wt831834p171Z0zHOcM1F] _hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmjy XkdA

~WyJ5U2NgROILa@ot TGI5SNUZOHBZNFZ3IiwgImIpcnRoZGF
0ZSIsICIXOTK2LTA1LTMXI1®

k) identiverse #identiverse



The SD-JWT Presentation

eyJhbGciOiAiRVMyNTYifQ.eyJlfc2Qi0iBbIjIZTHFIRDhXXzVfcOFIM3E3c3FTS303cC
G5j0U9VeVpuTUSNdUM5cW8OSmMMiLCAINEFacEJVRTRVS1YyUnliamFwc2RzaGOxXNX1pb
XdazZ2FfcHZWeXdKbVEtayIsICI2dHRZNHFFbDFYMm9iemROUF81WF1IbyOyLXpfcFFCe
C10d1RpY21RYzdIIiwgIjc3cE9HCWc3Mn11VTg1RGNQTVFGOTF2ZE84TnZFTFUtczJPd
GkOUTE4eFkiLCAibUduUWhibW1UVU1vNHdjRNdQTUIBWjNFbFAydjctNnILVFNtdkViY
mxCOCJdLCAiaXNzIjogImh@dHBz0i8vZXhhbXBsZS5jb20vaXNzdWVyIiwgImlhdCI6I
DE2NzKONTEwWOTQsICJ1eHA101AXNjc5NDUXOTKkOLCAIX3NkX2FsZyI6ICIzaGEtMjU2I
n@.U770FULq_s BrHAAJr6Wt831834p171Z0zHOcM1F] _hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmjy XkdA~WyJ5U2NgqROILa®otTGI5SnUzOHBZNFZ3IiwgImIpcnRoOZG
FOZSISICIXOTK2LTA1LTMxI10O~
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Consuming the SD-JWT Presentation

eyJhbGciOiAiRVMyNTYifQ.eyJfc2Qi0iBbIjJZTHFIRDhXXzVFfcOFIM3E3Cc3FTS303cC
G5j0U9VeVpuTUSNdUM5cW8OSmMiLCAINEFacEJVRTRvS1YyUnliamFwc2RzaGOXNX1pb
XdaZ2FfcHZWeXdKbVEtayIsICI2dHRZNHFFbDFYMm9iemROUF81WF1Iby@yLXpfcFFCe
C10d1RpY21RYzdIIiwgIjc3cE9HCcWc3MNn11VTg1lRGNQTVFGOTF2ZE84TnZFTFUtczJPd
GkOUTE4eFkiLCAibUduUWhibW1UVU1vNHdjRNdQTUIBWjNFbFAydjctNnJLVFNtdkViyY
mxCOCJdLCAi1aXNzIjogImh@dHBz0i8vZXhhbXBsZS5jb20vaXNzdWVyIiwgImlhdCI6I
DE2NzKONTEWOTQsICJ1eHAiOiAXNjc5NDUXOTkOLCAIX3NkX2FsZyI6ICIzaGEtMjU2I
ne.U770FULq_s BrHAAJr6Wt831834p171Z0zHOcM1F]_hYYGUFIbrvdMPgGvmtKWFQp
UsV2hViy39Muzmijy XkdA

~WyJ5U2NgROJILa@otTGI5SNUZOHBZNFZ3IiwgImIpcnROZGFOZSISICIXOTk2LTAILTMXI10O
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Consuming the SD-JWT Presentation

{
"sd": [
"2YLQID8W_5 sAI3q7sqSKz7pnc90UyZnMNMuC9qo4lc",
"AAZpBoE4oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qE1l1X20bzdtP_5XYHo-2-z pQBx-tvTicmQc7I1I",
"77p0Gqg72yuU85DcjMQF91vdO8NVELU-s20ti4Q18xY",
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8™
I,
"iss": "https://example.com/issuer"”,
"iat": 1679451094,
"exp": 1679451994,
" sd _alg": "sha-256"
}

WyJ5U2NgROJILaRotTGI5SNnUzOHBZNFZ3IiwgImIpcnROZGFOZSISICIXOTk2LTALILTMxI10O

3 identiverse #identiverse



Consuming the SD-JWT Presentation

{
" sd": [
"2YLQID8W 5 sAI3q7sqSKz7pnc90UyZnMNMuC9qo4lc”,
"AAZpBoE4oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qE11X20bzdtP _5XYHo-2-z pQBx-tvTicmQc7I",
"77p0Gqg72yul85DcjMQF91vdO8NVELU-s20t14Q18xY",
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8™
1,
"iss": "https://example.com/issuer"”,
"iat": 1679451094,
"exp": 1679451994,
" sd alg": "sha-256"
}

WyJ5U2NgROJILa®otTGI5SNUZOHBZNFZ3IiwgImJpcnROZGFOZSISICIXOTKk2LTAILTMXI10O
["yScjGBKRI-Lb9Ju38pY4vw", "birthdate", "1996-05-31"]

3 identiverse #identiverse



Consuming the SD-JWT Presentation

{

" sd": [
"2YLQID8W 5 sAI3q7sqSKz7pnc90UyZnMNMuC9qo4lc”,
"4AZpBoE40oKV2Rybjapsdshml5yimwZga pvVywImQ-k",
"6ttY4qE1l1X20bzdtP_5XYHo-2-z pQBx-tvTicmQc71I",
"77p0Gqg72yul85DcjMQF91vdO8NVELU-s20ti4Q18xY",
"mGnQhbmmTUIo4wcFwWPMIAZ3E1P2v7-6rKTSmvEbb1B8™

1,

"iss": "https://example.com/issuer"”,

"iat": 1679451094,

"exp": 1679451994,

" sd alg": "sha-256"

["yScjGBKRI-Lb9Ju38pY4vw", "birthdate", "1996-05-31"]

3 identiverse #identiverse



Consuming the SD-JWT Presentation

{
"_Sd": [
"mGnQhbmmTUIo4wcFwWPMIAZ3E1P2v7-6rKTSmvEbb1B8™
1,
"iss": "https://example.com/issuer"”,
"iat": 1679451094,
"exp": 1679451994,
" sd_alg": "sha-256"
}

"birthdate"”, "1996-05-31"

3 identiverse #identiverse



Consuming the SD-JWT Presentation

{
"_Sd": [
"mGnQhbmmTUIo4wcFWPMIAZ3E1P2v7-6rKTSmvEbb1B8"
1,
"iss": "https://example.com/issuer"”,
"iat": 1679451094,
"eXp : 1?79?51994, . "bir\thdate IlJ "1996—@5—31 n
_sd _alg": "sha-256
}

3 identiverse #identiverse



Virtual Reconstructed Claims of the
Presented SD-JWT

{ /
"birthdate":

"1996-05-31",
"iss": "https://example.com/issuer"”,
"iat": 1679451094,
"exp": 1679451994,

¥

3 identiverse #identiverse



Virtual Reconstructed Claims of the
Presented SD-JWT

¢ -

birthdate": "1996-05-31",

"iss": "https://example.com/issuer"”,
"iat": 1679451094,

"exp": 1679451994,

¥

3 identiverse #identiverse



A Disclosable Claim Values Can be
Any JSON Type

~WyJpbVFmR20xX00OWRWw3NmtkdmY3RGF3IiwgImFkZHJ1c3MiLCB
7INNOcmV1dFOhZGRYyZXNzIjogI1INjaHVsc3RyLiAXMiIsICIsb2N
hbG10eSI6ICITY2h1bHBMb3IOYSISICIyZWdpb24i0iAiU2FjaHN
1bi1BbmhhbHQiLCAiY291bnRyeSI6ICIERSIOXQ

"_Sd": [
"FphFFpjlvtrorpYK-14fickGKMg3zf1fIpIXXTK8PAE"

1,

n e n, " . 3 n [

"}ss". https://example.com/issuer"”, “iMOfGiL_MOEI76kdvi7Daw"

iat": 1516239022, "address”

"exp": 1735689661, { ’

"_sd_alg": "sha-256" "street_address":"Schulstr.12",
"locality":"Schulpforta”,
"region":"Sachsen-Anhalt",
"country":"DE"

}

k) identiverse #identiverse



Disclosable
Content also
(Recursively)

Nestable

"iss": "https://example.com/issuer",

"iat": 1516239022,

"exp": 1735689661,

"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"address": {

" sd": [
"G_FeM1D-U3tDJcHB7pwTNEEl1Lal9FESPUs@klHgeM1lc",
"K1G6HEM6XWbymEIDTyDY4k1JkQQ9iTuNGOLQXNnESMQO",
"X96Emv4S9uzFUGKkUS8MmMO1FzUWEtDNeT-ToXw3FXx9AfI",
"ffPGyxFBNNA1r60g2f796Hqq3dBGta0ogpnIBgRGdyY"

]
}s
"_sd_alg": "sha-256"

K) identiverse

"iss": "https://example.com/issuer",
"iat": 1516239022,
"exp": 1735689661,
"sub": "6c5c0ad49-b589-431d-bae7-219122a%ec2c",
" sd": |
"Lot9gM9VO0OiyFS4FOR1ykwz-V-fB_xwF63jWemIH4do"
1,
" sd_alg": "sha-256"
}

~WyJGcDBgqLTd6Q2FOVFdmX3dLNjdzeGlnIiwgImFkZHI1c3MiLCB7I19zZCI6I
FsiMXpnc3US5RmU2YmtiUVk5ekpzZ1BUbzF1Q1BNVmMwOOGOORWFmeEpUWVNIMCI
SICJES3ROX3FXX2hheV1DRONLaWhTMz1NM3NvYnMxUlR1a3hhS25NYkUxNy1RI
iwgImgyRHh4RTgwQzdxU1ld4Q1Fqd1I5NmRhNDZqcjICOGIMULI3QWRiWINSbGS
iLCA1dWRGVOZAXzkxTmdDamhMVEhKQXZ2QUh3T1QydmxIQnNXeFBJIT3hLM11kb
yJdfVve

[
"FpOj-7zCaNTWf_wK67sxig",

"address",
{

" sd": [
"1zgsu9Fe6bkbQY9zJsfPToluBPMV148m4EafxJITYSu@",
"DKtN_gW _hayYCGCKihS39M3sobs1RTekxaknMbE17-Q",
"h2DxxE80C7gRWxCQjwR96da46jr2B8bLSRwWAdbZSR10",
"udFWFx_91NgCjhLTHIJAVVAHWNT2Vv1HBsWxPIOxK2Ydo"

]
] } #identiverse



Anothe' Gratltous Transition Slide..

~ (from IETF 114 in Philly)

out C e basic technical workings of SD- JWT




Know Your Audience

Verifier AR A W B
- e e TR Verifier

Credential

<SD-JWT>~<Disclosure 1>~... ~<Disclosure M>~<optional Holder Binding JWT>

Holder

) identiverse #identiverse



Others ReceiVing VOtEeS (imitations/considerations/etc.)

* Inherent explicit linkability by colluding verifiers

« Opportunities for implicit linkability and leakage abound (not unique to SD-JWT)
* Revocation (with privacy) out of scope

« SD-JWT is just a draft

* In a crowded “market
* Yet:

b

ugimple” 1S @ feature.







