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' " Global view

NORTH AMERICA

Presence of disparate state specific
solutions

Federal agencies and financial firms
collaborate on future DI sol. blueprints

Focus on applications implementing SSI
based digital ID models (Canada's DIACC
partnership with Northern Block)

Push for consolidation of usernames/
passwords, increased customer contral
on data, and high security/privacy

Need to reduce annual liability costs
resulting from data breaches and fraud
(in $trillions in NA)

SOUTH AMERICA

Characterised by rising private
investments and govt. security spending
on app-based DI initiatives; Focus on
financial inclusion

AFRICA AND MIDDLE EAST

Government driven digital ID initiatives at country level; Focus on financial
inclusion of remote segments

Focus on adoption of biometrics & DLT

Push for frictionless access and
addressal of electoral, benefits,

healthcere fraud Africa-Focus on biometrics, match-on-card tech enabled smart cards to provide

Need to address-high-iability.casts for access to govt. services ; Middle East-In nascent stages of tech adoption

—

semcé prowders due to high new >
“ account txns. fraud rate ™« _ Push for frictionless access to government/ public services including voting,

travel, education, etc.
\

Need to‘ad.dress high liability and compensation costs of ID data breaches and

K) identiverse fraud S
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EUROPE \

Core involvement of banks and the mobile industry mstrument}q
inbuilding national digital ID systems in EU \
\
elDAS laid down as the foundation for interoperability, security
\
between member states for ID schemes \

Focus on use of self-sovereign elD for access to public services across
borders e.g., smart cards

Enforcement of GDPR driving increased customer data protection
compliance and customer trust

ASIA

Driven by govt. mandates to provide basic services and drive financial
inclusion; Data protection reg. prevalent

Biometric information central to the element of identity

Push for access to govt. services with convenience and security using a, ’
universal ID ,

’
Driven by need to reduce the costs of ID verification (reduced from $5
to $0.70 per customer due to Aadhar) ,

-

ASIA '

Driven by govt. mandates to provide basic services and drive fi f‘nanc\al
inclusion; Data protection reg. prevalent \
V
\
\
\
Push for access to govt. services with convenience and security using a

universal 1D

Biometric information central to the element of identity

\

-

ver \
Drwen by need o red,uce the costs of ID ver#:agon {reduc%d %’gm %5 \‘

to $0.70 per customer due to Aadhar) 4
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DIGITAL

TRUST

How banks can secure our digital identity

Current digital identity landscape in Europe

M Mature' Digital Identity Scheme

Active? government e-ID but no active? digital identity scheme
B Active? Digital Identity Scheme M No e-ID or digital ID scheme?

No data provided by EU
1. Mature scheme with over 40% adoption; 2. Active scheme/e-1D with over 5% adoption
Source: Expert interviews, EU publications, EU eID User Community.
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TSPs

attestation attributes

\3 identiverse' 5

EU elD Wallet

National elD

Driving License

Diploma
SELECTIVE

. DISCLOSURE
Insurance proofs of identity / attributes

Travel

Payment

—

\

ppetite for the 1 ‘\

U Digital ID Wallet 4

ould EU \

citizens
ie a Digital ID wallet?

56%.....

THALES

SERVICE
PROVIDERS

the long-term objective is to have

(around 400 million people)
using an identity wallet

#identiverse



The benefits of electronic identification

Convenient

Cost saving

If you reuse a national eID or
use an identity provider, you
can save significant cost in
identity management
activities, Efficiency gains also
create savings.

Services can be accessed
remotely, reducing waiting
time, commuting, delivery
delays, printing of documents

- .
elDAS: HOW IT WILL BENEFIT YOUR BUSINESS ? >

i

TENDERS %E"

A SWEDISH COMPANY WANTS TO PARTICIPATE IN
A PUBLIC CALL FOR TENDER IN CROATIA

BEFORE

Danger of UNCERTIFIED WEBSITE

The Swedish SME IS NOT
AUTHENTICATED might be fake

EXCHANGE OF PHYSICAL DOCUMENTS...

. .. E-SIGNATURE
Swedish company (legally valid)

DOCUMENT AUTHENTICATED

Confirmed time of submission

e-Acknowledgement of receipts

\Y
ST, v
E-REGISTERED
DELIVERY W

1pay 3 DAYS

Source: European Commission

eceuropa.euv/digital-agenda/en/trust-services-and-eid “ European
Commission
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Federal

At the federal level, this investment has included the creation of myGovID for identity verification to access

government agency services and the Digital Transformation Agency’s development of the Trusted Digital Identity
Framework (TDIF), an accreditation scheme for digital identity services.

Critical National Infrastructure
myGov User Audit
January 2023

Volume 1: Findings and recommendations

State

At the state level we have seen various initiatives to digitise identification documents and other credentials. For
example, Service NSW and Service SA have both launched digital driver licenses, with Victoria and Queensland
expecting to rollout similar programs in 2023 and 2024.

More broadly, the Queensland government released a Request for Proposal in December 2022 to develop a digital

ID strategy and roadmap while Service NSW recently announced the selection of Mattr as its technology partner
for a whole-of-government digital ID platform.”®

Private

We have also seen solutions developed by the private sector, such as ID by Mastercard, Australia Post’s Digital ID [
and a digital wallet from MEECO for storing verified credentials. There are also more traditional identity verification \
Zogaieh services for regulated know-your-customer use cases, but these can be costly and generally offer end users :

limited transparency into how their Pl is being used. \

*&35 identiverse' M 0 e ~ao #identiverse
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_—--Australia - ready fo economy-wide Digital ID

7/

1.9B Identity Transactions p.a.
If a strong digital ID system is implemented, the d
Australian economy can benefit with productivity | ¢======e==- ' anneCﬂD
gains estimated at 3-4% GDP. ...Is equipped to do just that.
UPTO The potential fines that can be P TO Australians affected by five wTo Of total onboarding and /
incurred following legislation data breach instances in the 0 regulatory compliance costs -
$50M introduced in 2022. 10M latter half of 2022. 70% can be cut with digital ID :
Countries with higher digital woretman | INvested by the government The estimated average cost |
ID adoption rates have faster $600M to advance digital ID $44M of a data breach in Australia
o onboarding processes. initiatives since 2015. for businesses in 2022.
————————— - #identiverse
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State TOPICS~ STATES  TIPS&TACTICS  VOICES  FEATURES ~ VIDEO  MORE +

ME  >? HARDWARE

HARDWARE

Roughly 30 States Are Testing
Adoption of Mobile Driver’s

@ Licenses

Technology to authenticate electronic identification is becoming
widely available,

Mobile Drivers Licenses (mDLs) in the United States
ckon the elow 1o learn more about the Individual mDLS for each state.
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_----US = Private sector led Digital ID - ID Partner

IDPartner Network

|I¥Partner

Reusable Digital Identity,

powered by banks.

4. User autherticates and Consents
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Global initiatives
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lobal identity initiatives - GAIN

onnecting islands of trust

GAIN DIGITAL TRUST

How Financial Institutions are taking a leadership role in the Digital
Economy by establishing a Global Assured Identity Network

With over 150 co-authors

-

The Contributors

Nacho Alamillo, Phil Allen, Peter Amrhyn, Martin Azcue Lopez, Daniel Babatola Awe, Simone Baldini
FEred Bér, Donna Beatty. Yoram Bechler, Waleed Beitar, Erik Belluci Tedeschi, Vittorio Bertocci, David
Birch, Wayne Blacklock, Rod Boothby, Giis Boudewiin, Matthias Bossardt, Andre Boysen, John Broxis
Katinka Jussie Lenning Bruberg, Nick Cabrera, Kim Cameron, Brad Carr, Peter Carroll, Anik Chawla,
Daniele Citterio, Malcoim Clarke, Uli Coenen, Adam Cooper, Arthur Cousins, Cameron D'Ambrosi
Valroger,
Egner, David Fennell, D:
Gage, Elizabeth Garber, Dominik Goergen, Daniel

Dilbend

i Fett, Conan French, Alexis Fruchaud, Jus

Will Graylin, James Greaves, Odd
Erling Haberget, Mark Haine, Patrick Harding, Gerard Harisink, Mehraj Hassan, Joseph Heenan, Ben
Helps, Biom Hieim, Gail Hodges, Johs. Hoehener, Jens Holeczek, Carl Hossner, Stefan Imme, Martin
Ingram, Brenan Isabelie. Ashish Jain. Viocent Jansen, Travis Jarae. Michael Jinemann. Marco Kaiser.
Hitesh Kalra, Peter Kikwood, Remy Knecht, Valentin Knobloch, Delia Kénig, Adriaan Kruger, Martin

Kuppinger, Julianna Lamb, Oliver Laver, Rob Laurence, Row Lawrence, Gottfried Leibbrandt, Jérg

Lenz, Johannes Leser, Emma Lindley, Gavin Littlejohn, Torsten Lodderstedt, Tobias Looker, Bianca
Lopes, Douwe Lyckiama. Macie| Machulak, Anil Mahalaha, Eve Maler, Piet Mallekoote, Viky Manaila,
Jatin Maniar, Masa Mashita, Reed McGinley-Stempel, Karla McKenna, Tony MclLaughlin, Simon
Moffaft, Susan Morrow, Marcus Mosen, Nick Mothershaw, Hiroshi Nakatake. Axel Nennker, Michael
Palage, Steve Pannifer, Radu Popa, Dima Postnikov, Dan Puterbaugh, David Rennie, Victoria

Robert Robbins, Andrea Réck, Timothy Ruff, Nat

akimura, Michael Salmony, Samuel
Christoph Schneider, Schiager Ales, Frank Schiein, Rachelle Sellung, Sahil Shah,
Somnath_Shukla, Jesper Tom

Joerg Staff, Gabriel Steele, Frank R
Svendsen, Franco Tafini, Taavi Tamkivi, Antonio Taurisano, Oliver Terbu. Don Thibeau, Lars Gunnar

Tiben, Andreas Toelke, Bob Troian, Paiak Vaid, Andrea Valle, Francesco Vetrano, Jiirgen von der Lehr,

Liz Votaw, Marie Walker, Charles Walton, Laurence White, Edgar Whitley, Johannes Wirtz, Stephan
Wolf, Dirk Woywod, Sudhindra Yapalparvi, Stuart Young

To cite this paper:

E. Garber, M. Haine, V. Knobloch, G. Liebbrandt, T. Lodderstedt, D. Lycklama, N, Sakimura et al.. GAIN DIGITAL TRUST,

Notwark, European Kenity and Cloud Conference, Munich Germany, Septomber 13, 2021 7
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Global identity initiatives - GAIN - PoC
) , Authlete (Japan) The Authlete Trust Anchor (iigs/Acust-aochar authiete et
( . KDDI entity statement hitps elying-party.authlete.r
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Global identity i,n‘itiatives - Open Wallet Foundation %
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p WHAT ARE DIGITAL WALLETS? DIGITAL WALLET ACCESS SECURITY AND DIGITAL WALLETS
Digital wallets store Nearly all digital wallets are Security is a constant
digita| assets, @ restricted by vendor concern since
credentials, and lock-in from the hackers are
useful items, such banks, merchants, constantly trying
as tickets and keys. < companies, or nations new ways to hack
that issue them. ] into digital wallets.
| CODE SECURITY | WALLET FLEXIBILITY 8 THE WORLD OF WALLETS
The design, development, and Most digital wallets can
updates for most wallets are £ f : ' Arounq theworld,
dlidonein a black Box only do a few things, © r _coun:nes are t:apldly
controlled by a single A m‘:::::igwagna =
organization so that must juggle their digital idengtity
no t.)ne else can see mu|tip|e wallets. ‘—J programs
their code. g
WALLET COMPATIBILITY MARKET ACCEPTANCE ‘ THE WAY FORWARD & THE FUTURE
Current wallets lack any The success of digital wallets The mission of the Open Wallet ¥
Interoperability across depends on standardizing Foundation (OWF) is to create gty
functions, devices, the engine that runs an open source software
credential issuers, them so they can all stack and best practices A
merchants, and interoperate and share that any developercan || Wi
nations. information. use to create a wallet. .
THE DIFFERENCE: OWF OWF BENEFITS: CULTURE OWF BENEFITS: DEVELOPMENT
OWF wallets will be On top of these shared ‘ The OWF continues to build
portable, highly secure, —— standards, any developer out its stack with
privacy-preserving, can provide unique feedback from the
standards-based, E functions, interfaces, worldwide community
interoperable, and and customer of those interested in
multi-functional. d ‘) experiences. the challenges of
Y digital wallets.
’_.—‘—__--__§‘~
> . =

e Copyright © 2023 The Linux Foundation | February
This report is licensed under the Creative Commx
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Credit/Debit Cards
Tickets/Boarding Passes
Travel/Loyalty Cards
Cryptocurrency/NFTs
Driver's Licenses

Digital ID Cards

Digital Car & Room Keys

Passkeys

Global identity in’itiatives - Open Wallet Foundation |
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mDL Holder

ISO/IEC 18013-5

California
DMV Practice Test

ﬁ- Fraciion by Catmgory

g P

m [ —

heg e

mDL Verifier

~mDL Reader &

infrastructure

U.S. Patent Dec. 21,2021 Shoet 18 of 20

US 11206544 B2

-

DO YOU CONSENT TO RELEASE THE
FOLLOWING INFORMATION TO THE SECURITY
CHECKPOINT KIOSK RPS

RELEASE DATE OF BIRTH?
1820 1825

oo o mar e
- a

RELEASE PHOTOGHRAPH?

) g

SAVE THESE SETTINGS FOR THIS RPS?
«©

200

1800

1810

1875

) ’
" i

Queensland
Government

Verify your identity in apps
Present your ID in apps to verify
your identity.™

B Wallet

Turo

W Arizona Driver's License

The following information will be shared with
‘and stored by Turo for up to 90 days:

2 Logal Name f sute
# Address 3 Expieation Date
© Dateof Birth B Driving Privieges
-
-
-
-
-

Mobile Driver’s License (mDL)
Implementation Guidelines

Mobile Driver's
License (mDL)
implementation

Empowering Trust™
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Digital ldentity market will continue to grow

The global market size for reusable identity will reach $266.5B by 2027

. N This nascent market is poised for strong growth by 2027 with a 68.9% CAGR, driven by the predicted expansion from high
n C re aS I n g p reSS u re . assurance verticals into all verticals

Reusable Identity TAM (2022 - 2026)! TAM Scope
. USD ($) billions
* TAM represents the size of the global reusable identity market and analyzes
- r I Va‘ 300 the market opportunity onboarding and ongoing support across eight core
266.5 verticals: financial services, travel, digital commerce, entertainment, sharing

economy, healthcare, social media, and government.

Ll
250
S e ‘ l l r I t 'L® = Onboarding use cases include identity verification & KYC, document
s verification, identity proofing, biometrics, and fraud prevention.

10""1"
. = . . 200 &8 + Ongoing use cases include authentication, fraud prevention, account
s 153.0 monitoring, compliance and transaction monitoring, customer 1AM, eSignature,
- %9“\“ ’ and data privacy and consent management.
150 o'
L -
TAM Analysis
- customer expectatons
= TAM is $32.8B in 2022 and projected to grow at a CAGR of 68.9% to exceed $1T
by 2029. Strong growth is projected beyond 20286, driven by network effects from
53.8 ! N
the increased adoption.
50 32.8
. * Onboarding initially accounts for 27.2% of TAM but its percentage slowly
o [ - decreases over time, creating a shift towards ongoing support.
2022 2023 2024 2025 2026 = Ongoing support will reach $193.8B by 2027. This covers use cases such as re-
Onboarding authentication, transaction verification, and account recovery.
Recurring
Notes: 1. Model is built on moderate adoption and moderate pricing
® Liminal Strategy Partners, LLC | February 2022 32 Li inal
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EU EIDAS 2

Startin
related standards and
architectures globally:

. wallets

- OpeniD4vp

. OpenlD4vci

. 1S0O 18013-5

- SD-JWT

- OWF

- Trust management

Why the European Digital Identity
Wallet will change the world.

|

"~ elDAS ©

\
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to drive identity

Issuer

Issuance protocols

OpenlID4VCl——

= other optional protocols = =%

EUDI Wallet instance

Data models & formats

Type 1 Configuration

w3cvc
JSON + JWT(SD-JWT)

ISO/IEC 18013-5:2021
CBOR + MSO

The Wallet Solution MUST support both
formats

Type 2 configuration

w3cvc
JSON+JWT(SD-JWT)

w3cvec
JSON-LD + LD-Proofs

ISO/IEC 18013-5:2021
CBOR + MSO

Cryptographic keys system MUST store
keys in one of these places:
* Secure Element / Trusted Execution Environment
* External device ( Smart Cards )

* Remote backend (HSM )

Relying party

- \

Attestation exchange \
protocol

Remote flow
e OpenID4VP b
SIOPv2

Proximity flow
ISO/IEC 18013-5

= other optional protocols = =% s

-
—
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ISO MDL + OpeniD + W3C VC practical
convergence

I OpenlD

OpenlD for Verifiable
Credentials

May 12, 2022

Version: Editor's Draft

Lead Editors: Kristina Yasuda, Torsten Lodderstedt, David
Chadwick, Kenichi Nakamura, Jo Vercammen

l OpenlD

) identiverse

OpenlD for Verifiable
Credentials

TR

ISO

N

: DIF

#identiverse ‘

Issuer

Issuance protocols
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OpenlDAVCl——

— other optional protocols— =

£ s

—

K} identiverse’

iDunior

Credential
Format
Comparison

Paul Bastian & Micha Kraus,
Bundesdruckerei
Dr. Torsten Lodderstedt,
yes.com

Big picture - layer architecture

EUDI Wallet instance

Data models & formats

Type 1 Configuration
J5ON + JWTISD-WT)
1S0/iEE 18013-5:2021
CB0R -+ M5O

TheWalletSolotn MUST suppert ot
formats

= o - a8
\\irfdgnt.a(-‘mt | Arontired I [ mvc—| ] IS0 mdoc | i 2]
" WL Ares / 2 150
Proiolsion DIDComm Openk Rest API
Brobdrnstridtie luuuquxﬂ I cA/Prr I I 4 /Pn]
Vertroauersorker
ot WS W D,
- -
- -~
- s -
- = -
- e

Type 2 configuration

JSON+JWT(SD-IWT)

wacve
JSON-LD + LD-Proofs

1SO/IEC 18013-5:2021
CBOR + MSO

#identiverse

Relying party

Attestation exchange
protocol

Remote flow
fe——— OpenlD4VP ———
SI0Pv2

Proximity flow

1SO/IEC 18013-5

— other optional protocols— =
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@1 Government

Driver Licence

SAMMY
SAMPLE
DOB
11 Feb 1999
Licence No.
123456769

Information last updated

25 February 2022

({C) Car

Wallet

Double Click
to Present

Transportation Security

Administration

The following information will be presented:
.

2 Legal Name
© Date of Birth
0 Age

X Sex

% Heiaht

# Postal Code
# Country/Region
@ 1D Number

M state

@ Issue Date
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Adoption - coverage
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Population size of selected countries and estimated coverage of digital ID solutions, by country’

Larger
A

National
population
size

v

Smaller

Lower ¢————

1,000 million
Japan
]
100 million
United @ o i?lﬂth
; rica
Hingdom Italy @ Algeria
Czech Republic
10 million ® Switzerland ® Hungary
® New Zealand
1 million
100,000
0 25 50

Estimated adoption
share of population
with digital ID,? %

® Netherlands
® Sweden

o ® Denmark

Norway o
man

Estonia@

75 100 :
—————————» Higher A
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Adoption - usage

Estimated adoption rate and usage of selected digital ID solutions, by country’

Higher 1,000
A
Sweden .
Estonia @)
Nor
e .. Denmark
100
New Zealand
Estimated usage . e ceslan
number of transactions
per user per year? . Netherlands
. Italy
10
v United Kingdom
Lower 1 .
25 50 75 100
Lower < Estimated adoption » Higher
share of population with
digital ID,* %
b Sy .. #identiverse
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Choice of provider

Government?

Private sector? Banks?
Tech platforms?
Others?

Use case
and jurisdiction dependent

- —
- b S

Favoured ID provider

Governments positioned as the most
legitimate Digital ID Wallet provider

(with 60%), even in countries where digital
ID initiatives are driven by banks (ex: Sweden
and Belgium).

i

. o
el 32 /°

6 0 0/ 0 m S
Government 3:)? 0 /o
THALES
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Other observations..

Banks can establish a cross-sector scheme, even
without a government e-ID

Banks, payment providers and tech companies are all
able to deliver schemes (in China'’s case, with the state)

Countries with large populations can accommodate
competing schemes with different approaches

Financial services can use their data to provide rich’
identity services, e.qg. frictionless insurance applications

Payment service providers are moving into digital ID

Collaboration between banks and telcos can accelerate
schemes, supported by a history of collaboration

Leveraging rich data from across sectors unlocks a
range of services but presents a data risk

Large countries unlikely to develop a single
overarching scheme

A scheme without good relying party use cases will
struggle to build adoption

Government e-ID can see fast adoption

Digital identity schemes can be piloted with a smaller
user base, like government officials

Biometrics (including voice) are needed for enrolment
where there is limited penetration of government IDs

Enrolment using biometrics can provide citizens who
previously had no government ID with a digital identity

Universal adoption of an e-ID can transform public
services like voting

Government can create a digital ID scheme (leveraging
e-ID), enrolling private companies as relying parties

A government-led ecosystem can include private
sector digital identity service providers

Government can support private sector schemes by
adopting for government use cases and investing

Y #identiverse
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THANK YOU!
Questions?
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