Critical Infrastructure: -
Can Legacy Apps and
Modern MFA Coexist?
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The Commonality Of Recent Attacks

Kudankulam
Nuclear

Oldsmar Florida Colonial
Water Breach Pipeline
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Attacks Are Targeting Authentication

Types of Cyberattacks Faced in the Last 12 Months

Man-in-the-Middle (MitM) o
attack 23%

Zero-day exploit 23%

Smishing 42%
O B
force attack 0 (o) (o
of all organizations report that they of those breached organizations attribute
DDoS attacks experienced a cyber breach in the last credential misuse or authentication
12 months weaknesses as a root cause

o HR

THE STATE OF

PASSWORDLESS
SECURITY

d
o
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SQL injections

&;} identiverse



Adding Complexity To The Password

Password

Password & OTP Token

Password & OTP/Push

Hardware &
Number Matching
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$2.95M

average cost of authentication-related
cyber breaches in the last 12 months

AW

3in5

organizations were breached due to
credential misuse or authentication
weaknesses
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Regulation Is Evolving

“Multi-factor authentication
methods...shall not include
telephone or SMS-based
authentication methods
and must be resistant to
phishing attacks”

3 identiverse

“For agency staff,
contractors, and
partners, phishing-
resistant MFA is
required”

“FIDO as the gold
standard for MFA and
the only widely
available phishing
resistant
authentication”

x X %
* *
* GDPR x
* *

‘k**

International

“Avoid using SMS and voice
calls to provide one-time
codes and consider deploying
phishing-resistant tokens
such as smart cards and
FIDO2"
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Misperceptions & Complacence

= Completely secure — we are as
O secure as possible

W Mostly secure

B Somewhat secure
B Not very secure

consider their solution to be completely or mostly secure Weompics ovahau

complete overhaul

YET 3% are truly using phishing-resistant MFA

58% did nothing after a breach

42%
36% 36% 35% —

We experienced  We changed our Employees lost  Customers left us We incurred We incurred
—~ data loss authentication confidence inour andmovedtoa reputation damage regulatory fines
' ! ‘-r IDQ fala) methods organization competitor
| \
e, | TN | N Figure 3: What was the impact of the cyber breach(es) thal your organization experienced in the last 12 months? [737
THE STATE OF - S omitling some answer oplions, only asked lo those from organizations that have been a victim of a cyber breach in the last
o ,"-I 12 months, omitting some swer oplions
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Advanced Traditional

Optimal

Identity

Device

Network /
Environment

Application
Workload

c

+ Password or Limited visibility Large macro- + Access based on Not well
miultifactor into compliance sagmentation lecal inventoriad
authentication Simple inventory Minimal internal authorization Static control
(MFA) or external traffic  + Minimal Unencrypted

+ Limited risk encryption integration with
assessment workflow

+ Some cloud
accessibility
[ 1 A C v " § 1 [ C

+ MFA Compliance Defined by + Access based on Least privilege

+ Some identity enforcement ingress/egress centralized controls
federation with employed micro-perimeters authentication Data stored in
cloud and on- Data access Basic analytics + Basic integration cloud or remote
premises depends on into application environments are
systems device posture workflow encrypted at rest

on first access

Visibiliiy and Analytics Automation and Orchestration Governance

D21 a1 Analytics Automation and Orchostration  Governance g

* Dynamic support
+ All data is

+ Continuous
validation

* Real time
machine learning

analysis

Visibiliiy and Analytics Automation and Orchestration

Constant device
security monitor
and validation
Data access
depends on real-
time risk

analytics

* Fully distributed

ingresslegress

micro-perimeters

+ Machine

learning-based
threat protection

= All traffic is

encrypted

+ Strong integration

Access is
authorized

continuously

into application
workflow

encrypted

Governance
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SMS or Voice MFA

App-based MFA

Phishing-resistant MFA

* Text message (SMS)
» Voice message

E })))

* Mobde push notfication

« One-tme password (0TP)
without number matching

* Mobile push notfication
with number matching
« Token-based OTP

Eies

e
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« ADO

* Public ey Infrastructure
(PKI)-based
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RECOMMENDED BEST PRACTICES FOR

ADMINISTRATORS

IDENTITY AND ACCESS MANAGEMENT




Change The Economics Of An Attack
The Vulnerability of Phishing-Resistant ‘
Legacy Authentication Passwordless MFA
— g * g
4
_’ -—' ;..: R /

No Password DB
* The hacker must locate and defeat
every individual’s FIDO device
+ Not economically feasible for
the hacker

Centralized Password DB
- Security must always be right
* The hacker only needs to be
right once
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“Hands Off My OT!”

v AssetsMap o

Up to 50% of what is in
an OT environment is IT

An accurate and up to
date asset inventory is
crucial
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1 - Phishing-Resistant MFA, Everywhere

Passwardless
Login Successful

My PC

Private key stored
on device
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User-initiated
authentication via
challenge and
signature

< O

Public key stored
in HYPR cloud
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Passwordless MFA into desktops and SSO
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2 — Follow “The Standards

Strong
I *
O

Security

Weak

fido §|fido Bl fid

CERTIFIED CERTIFIED CERTIFIED

Poor Easy

Usability
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3 - Silos Are For Grain- Partial Security Is No Security

Phishing Resistant
MFA

onelogin 5 _‘
by SINE IDENTITY CITR ! x

(/) ForgeRock"

WINDOWS HELLO

- —
AD ;

7
AC &l

B Pingldentity.

VMware Horizon®

=

Azure Active Directory

L ] ﬁ .
10S G Suite
% amazon
L okta —
Azure AD Web Customer Facing Any Any OS All' Identity Sources Infrastructure, Shared
Apps & PCs Web & Mobile Apps Mobile App On-Prem & Cloud Pre-Integrated Workspaces, VPN Access
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What About Passkeys?
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— Password Password + MFA Multi-Device Passkey Single Device Passkey

e Convenient e More secure than password e More secure than password + e More secure than password

alone MFA + MFA
e Convenient-ish e Phishing resistant Phishing resistant

e Convenient

( 3 , identiverse

Convenient

Non Synched

Meets the burden of
possession for MFA*
(something you have)
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Phishing-Resistant Intuitive, Simple Proven Passwordless
MFA Experience Deployments

THANK YOU! ’
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