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Ceremony



“A formal act or series of acts 
prescribed by ritual, protocol, 
or convention”
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A Tour of 
Authentication 
Ceremonies





(Zero Box)

“Authentication” via:

● Browser fingerprinting
● IP address
● GeoIP





1 Box

● Marketing microsites
● Person provides an 

identifier, typically
email or phone



Low assurance at best





2 Box



2 Box

identifier

password



2 Box + 1 Box

+ numbers
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2 Box + Widgets



Inspired thinking



+



1 Box + 1 Box

identifier + something



May 2015

“Google quietly rolled 
out a new login screen 
for Gmail this week, 
and not everyone is 
happy with the 
update.”



1 Box + 1 Box: True Innovation

identifier + something
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#1

Front-End 
Ceremony

Back-End 
Process



Innovation Continues!



Mobile Biometrics



QR Code



The Tour in Retrospect

0 and 1 Box

2 Box

1 Box + 1 Box

2 Box + 1 Box

2 Box + Buttons

N Box + Widgets

Mobile Biometrics

QR Code

Ceremonies

Techniques



When Things Go 
Wrong?



Analog World: Failure to recognize
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Digital World: Failure to authenticate



Well established process for… 



Well established (but kind of horrible) process 
for… setting a new static secret
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Reset Password
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Non-username/password ceremonies?



Ceremonies for when things go wrong

#2



The Disconnect 
Deepens



Authentication ceremonies are
private ceremonies,

but recognition ceremonies 
can be done in public



Static secrets



Authentication ceremonies are
private ceremonies, 

but recognition ceremonies
can be done in public



Mobile Biometric + WebAuthn

+



Authentication ceremonies are
solo ceremonies,

but recognition ceremonies are not



THERE’S_ONLY

ONE_KEYBOARD



Authentication ceremonies are
solo ceremonies,

but recognition ceremonies are not





Public Ceremonies
Group/Assisted Ceremonies

#3



Where we must go



Zero Box



Zero Box

● Identified
● Tracked
● Recognized



Anti-Fraud



Anti-Fraud Anti-Bot



Anti-Fraud Anti-Bot AdTech





What is needed



What is needed

Language of 
disclosure



What is needed

Language of 
disclosure

Strong
Hints



What is needed

Language of 
disclosure

Strong
Hints

Active 
Clients



Our Shared
Vested Interest
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The Disconnect Redux
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Analog 

+

Digital
Introduction Recognition



Recognition ceremonies



Usable by 
everyone
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Usable by 
everyone

High 
assurance

Adversary 
resistant

Recognition ceremonies



Thank You
Ian Glazer

Co-Founder and Board Emeritus, IDPro
Founder and President, Weave Identity
@iglazer | iglazer@weaveidentity.com
weaveidentity.com


