Building and Protecting a W
Digital Society -

Lessons Learned Unlocking Digital Identities
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Blockchain will not solve
all your identity and
security challenges
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Blockchain
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ESTONIA

Capital
Tallinn

Area Total
45,339 km2

ESTONIA

2016 Population estimate
1,315,944 (151th)

Ethnic groups (2016)
68.8% Estonian
25.1% Russians
1.8% Ukrainians

Independence

* Independence declared - 24 February 1918
» Soviet and German occupations - 1940-1991
* Independence restored - 20 August 1991

Source:


https://en.wikipedia.org/wiki/Estonia
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MARCH 11-1999




Estonian |ID Card Introduced
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MARCH 2000
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MARCH 29 2004 - NATO
MAY 1 2004 - EU
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APRIL 27 2007
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Decision to move a
Bronze Statue



VIOLENCE ERUPITED
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The main websites targeted:

* The Estonian presidency and its parliament

« Almost all of the country's government
ministries

 Political parties

* Three of the country's six big news
organizations

« Two of the biggest banks; and firms
specializing in communications
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Websites DEFACED

 * © [ rtpsiimia.cel B2

Hacked from RUSSIAN HACKERS (thx to 2ZyklonTeam , S-Teals, Web-Hack)

Our Freedom Our Victory ...

|BEB 1030P: @/ N5 2CTOHWUVM MO3OP!
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DDOS

Distributed Denial of Service
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ESTONIA

ESTONIA

1. Land Border with Russia

2. All Data/Services In
Central Location

Source:


https://en.wikipedia.org/wiki/Estonia
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VIRTUAL
DATA EMBASSY

E-ESTONIA
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SIGN UP FOR

GOVINSIDER =

CONNECTED  DIGITAL  INCLUSIVE  INNOVATION  SECURITY SMART EVENTS  ABOUT Search Govlnsider Q

Estonia sets up “data embassy” in Luxembourg

The data centre will store critical data and make it harder to attack Estonia’s systems.

W flin (s

By Nurfilzah Rohaidi
4 MAY 2017
SECURITY

Estonia is on track to start storing government data in a “data embassy” in Luxembourg, it was
reported.

- -

. . ~ . . \
Q identiverse N el #identiverse

|

_ \
~ \
1



EUROPE NEWS
UNITED KINGDOM I RUSSIA ] GERMANY I FRANCE | EUROPEAN UNION
Estonia is unconcerned about a
possible Russian cyberattack,
president says

« Estonia became the first country to use blockchain on a national level

« It invests 20 million euros (S22.85 million) into e-health programs each year.

Silvia Amaro | @Silvia_Amaro
Published 4:24 AM ET Tue, 14 Aug 2018

Estonian president: We have a

generation grown up
communicating digitally

Source: CNBC
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WHAT CAN WE LEARN FROM THIS?

1. CYBER WAR IS HERE and WILL happen
2. TRANSPARENCY & COORPERATION

3. DECENTRALISED is key to mitigate DDOS
4. DATA EMBASSIES is a key SOLUTION

5. DIGITAL IDENTITY & PRIVILEGES is the FOUNDATION
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THANK YOU!
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