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Morey Haber, CSO, BeyondTrust

• 20+ years security experience

• Founding member of the industry group 
Transparency in Cyber

• Elected in 2020 to the Identity Defined 
Security Alliance (IDSA) Executive 
Advisory Board

• Articles on Forbes, Secure World, CSO 
Online, Dark Reading, and more

• Author of 4 Cybersecurity Attack Vector 
Books from Apress Media

• Contributing Author to the Great Power 
Competition on Cyber Risks to Critical 
Infrastructure



Current Events…



Phishing

Privileged Attacks

Configuration Anomalies

Vulnerabilities

Default Settings

Poor Hardening

Supply Chain Attacks

Insider Threats

… that is what we are seeing in the news.

Cloud 
Attack 
Vectors

… to name a few



Even Basic Communications Can Be An Attack Vector* . . .

* Yes, these are real and only a sampling of what we have personally 

received over the past few months



The Cloud is no different…

The more 
things change, 
the more they 
stay the same.



Secrets

APIs

Entitlements

Accounts

Identities

Passwords

Threat actors 

are targeting 

broader 

identity attack 

vectors due to 

inadequate 

protection



So, how do we 
adapt our strategy 
for risk mitigation 
in the cloud?



Beware 
of Vendor 

Buzzword 
Bingo

B N G O

Zero Trust
Cloud 

Washing
Future Proof

Infinitely 

Scalable
Unhackable

Imposter 

Syndrome

CI/CD Pipeline 

Protection
API Protection Data Security Serverless

Attack 

Monitoring

Continuous 

Monitoring

Codeless 

Integration

Vendor 

Agnostic

Data Privacy
Regulatory 

Compliant
Five Nine’s

Digital 

Transformation
Just in Time

Shadow IT
Cloud 

Agnostic

Identity Based 

Segmentation
XaaS

Artificial 

Intelligence

FREE

Relevant…
However, not clearly defined for the problem



Get Your 
Definitions 
Right…
and Educate



Next, 
Think of 

The Cloud 
Regarding…

 The Benefits of the Cloud

 Do Not Repeat the Mistakes of the Past

 Scanning vs. Agents vs. API’s – Oh My!

 Asset, Identity, and Privilege Management as Priorities

 Vulnerability and Patch Management Must be Perfect

 It is Not Your Infrastructure

 Accountability is Your Responsibility!



Implement the 
latest shiny tool?

Implement Security 
Best Practices!

Make the 
Best Security & Business 
Decision

OR



Mitigating 
Risks in 
the Cloud

• Entitlements

• Vulnerabilities

• Remediation

• Hardening

• Default Configuration

• Configuration Management

• Privileges (Access, Monitoring)

• Asset Management

• Web Services

• API Protection

• Ransomware Mitigations

• Crypto Mining Protection

• Phishing (email, SMS, voice)

• Lateral Movement Detection

• Remote Access (RDP, SSH, Other)

• Social Engineering

• Supply Chain Attacks

• Insider Threats

The more things 
change, the more they 
stay the same



• Vendor Privileged Access Management (VPAM)

• Cloud Security Management (CSM)

• Cloud Infrastructure Entitlement Management (CIEM)

• Customer Identity and Access Management (CIAM)

• Cloud Security Posture Management (CSPM)

• Cloud Workload Protection Platform (CWPP)

• Cloud Native Application Protection Platform (CNAPP)

• Cloud Access Service Broker (CASB)

• Vulnerability, Patch, Configuration, Compliance, Log, etc…

New 
Categories 
of Solutions,

Same 
Security 
Disciplines



Choosing 
a Cloud 
Provider

Things your business 
should consider…

• Certifications and standards

• Technology and strategic roadmap

• Data security, privacy, protection, compliance, & governance

• Operational dependencies

• Technology and business partners

• Contractual terms and pricing

• Service level agreements

• Reliability and performance

• Backup, recovery, high availability, and disaster recovery

• Technology stickiness and vendor lock-in

• Business viability

• Company and culture compatibility



Key 
Takeaways

Ask the business, 
'what are you doing for these disciplines?'

• Password and Secrets 

Management

• Endpoint Privilege 

Management

• Identity Management

• Asset Management

• Vulnerability Management

• Configuration Management

• Patch Management

• Penetration Testing

• Regulatory Compliance

• Architecture Reviews

• Standard User Accounts

• Password Reuse

• Complex and Hardened 

Secrets

• Break Glass

• Audit and Logging

• Multi-Factor Authentication

• Principle of Least Privilege

• Behavioral Monitoring

• Education and Training



Company 
OverviewMarket Leader

Recognized as a PAM 

leader by key Market 
Analysts

Broadest Portfolio

Best-in-class identity 

and privileged access 

solutions

Global Presence

~20k customers in 100+ 

countries and extensive 

partner network

Integrated Platform

Unified platform with 

seamless third-party 

integrations

Customer Driven

90%+ gross retention and 

exceptional customer 

support and success

Technology Pioneers

Heritage of innovation 

with 75+ patents and           

commitment to R&D

1,500+ Employees

20 Countries

2003 Founded

Headquarters Atlanta, GA | USA

Global Offices Americas, EMEIA, APJ

Privately Held Francisco Partners &

Clearlake Capital



Recognition

GARTNER, PEER INSIGHTS and MAGIC QUADRANT are trademarks and service marks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used 

herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise 

technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s 

research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, 

including any warranties of merchantability or fitness for a particular purpose. Gartner® Magic Quadrant™ for Privileged Access Management, By Michael Kelley, etc., 

19 July 2022.

Gartner, Gartner Peer Insights ‘Voice of the Customer’: Privileged Access Management, Peer Contributors, 21 December 2022
Gartner® Peer Insights™ content consists of the opinions of individual end users based on their own experiences, and should not be construed as statements of 
fact, nor do they represent the views of Gartner or its affiliates. Gartner does not endorse any vendor, product or service depicted in this content nor makes any 
warranties, expressed or implied, with respect to this content, about its accuracy or completeness, including any warranties of merchantability or fitness for a 
particular purpose.

The GARTNER PEER INSIGHTS CUSTOMERS’ CHOICE badge is a trademark and service mark of Gartner, Inc. and/or its affiliates and is used herein with 
permission. All rights reserved.

Chosen by Customers

• A Customers' Choice in the 2022 Gartner® Peer Insights™ "Voice 
of the Customer: Privileged Access Management", 2nd year 
running

• 4.5/5 overall rating out of 278 reviews, as of October 2022

Recognized by Analysts

• Named a Leader in the Gartner® Magic Quadrant™ for Privileged 
Access Management – again



Platform

Password Safe

Gain visibility and control of privileged 

credentials and secrets

Privilege Management 

for Windows & Mac

Enforce least privilege and 

control applications

Privilege Management 

for Unix & Linux

Implement unmatched privilege 

access security

Privileged Remote Access

Manage and audit employee and 

vendor remote access

Remote Support

Securely access and support any 

device or system in the world

Cloud Privilege Broker

Visualize and right-size entitlements 

across clouds

Active Directory Bridge

Extend and manage Unix/Linux 

authentication and group policies

Identity Security Insights

Gain one holistic view of identities and access 

across your IT estate from a single interface



THANK YOU!

Available to chat at the BeyondTrust booth #1209

Morey Haber, CSO, BeyondTrust

mhaber@beyondtrust.com

mailto:mhaber@beyondtrust.com

