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Trust Fabric 
Identity infused everywhere 

#identiverse

• Trustworthy

• Built in privacy and control

• Multi-Cloud, Multi-Device

• Self-securing

• Based on open standards



Another Amazing Year in Identity Standards

Policy/Regulatory Guidance

SP 800-63-4: Digital Identity Guidelines

Draft.

Identity & Access Management Roadmap

Draft.

EUDI Wallet Architecture & Reference Framework 1.0.0

Draft

Access

OAuth Demonstrating Proof-of-Possession

Awaiting final publication.

Shared Signal Framework RISC Profile

Progressed to 2nd implementers draft.

Cross-device Flows: Security Best Current Practices

Draft 01.

Automation

Cursor-based Pagination of SCIM Resources

Initial draft.

SCIM Roles and Entitlements

Initial draft.

SCIM Use Cases & Concepts

Initial draft.
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Another Amazing Year in Identity Standards
Authentication

OAuth Step-up Authentication

Awaiting final publication.

ISO 27553-1 Security and privacy requirements for 

authentication using biometrics on mobile devices — 

Part 1: Local modes

Final

Client-to-Authenticator Protocol 2.2

Draft 1 in public review.

WebAuthn L3

Work is under way.

OpenID4VC Specifications Family
Presentation: 2nd implementers draft.

Issuance: 1st implementers draft.

Presentation over BLE: WG draft.

SIOP v2: 1st implementer’s draft.

Selective Disclosure for JWTs (SD-JWT)

Draft 04.

Decentralization & Direct Presentation

Verifiable Credentials Data Model

Work is under way.

JWT VC Presentation Profile

Draft.

ISO 23220 mobile eID Documents

Work is under way.

ISO 18013-7 - Personal identification — ISO-compliant driving 

license — Part 7: Mobile driving license (mDL) add-on functions

Work is under way.
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Key Standards Initiatives

Strong Authentication

Decentralized Identities

Machine Identities

Authorization Policy
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Key Standards Initiatives

Strong Authentication
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PASSKEYS

on passkeys
CONGRATS

One year ago…  

2022
#identiverse



PASSKEYS
Today,  going mainstream…
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PASSKEYS: 
What’s next

Enhancing the password to passkey 

transition experience for users

Improving the manageability of passkeys 

for end users 

Balancing great user experiences with

high assurance security requirements
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Key Standards Initiatives

Strong Authentication

Decentralized Identities

Machine Identities

Authorization Policy
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Momentum is bui lding:

DECENTRALIZED
IDENTITIES



Source: https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-architecture-and-reference-framework-outline

Identification and 

authentication to 

access online services

Mobility and 

digital driving 

license

Health

Educational credentials 

and professional 

qualifications

Digital Finance Digital Travel

Credential

EUDI Wallet Use Cases
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 Real people

 Real credentials

 Real jobs

Decentralized Identities 

real world deployments
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VIDEO
Decentralized identity real-world deployments
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Next big chal lenge:  

GOVERNMENT-ISSUED IDENTIFICATION
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Key Standards Initiatives

Strong Authentication

Decentralized Identities

Machine Identities

Authorization Policy
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MACHINE 

IDENTITIES
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Contracts 

Microservice

SPIFFE ID 3

Diagnostic 

Microservice

SPIFFE ID 4

Maintenance 

Microservice

SPIFFE ID 2

Front-end 

Microservice

Cloud A

Cloud B

Cloud C

SPIFFE ID 1

Repairman ID

Boiler ID

Repairman ID

Boiler ID

SPIFFE ID 1

Cloud A

Repairman ID

Boiler ID
Repairman ID

SPIFFE ID 2

SPIFFE ID 2
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Making this real
We need standards for:

Preserving identity throughout the stack

Policy management

Fine-grained authorization
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Key Standards Initiatives

Strong Authentication

Decentralized Identities

Machine Identities

Authorization Policy
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Why is this so hard?

Do we really need 

a universal language?

Business complexity

Manageability

Technical complexity

Industry specific 

compliance requirements

Mismatched expertise
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CAN AI HELP TO CUT 
THE GORDIAN KNOT 
OF AUTHORIZATION?

#identiverse



source: xkcd.com/927 #identiverse





Solving the puzzle with Large Language Models



Key Standards Initiatives

Strong Authentication

Decentralized Identities

Machine Identities

Authorization Policy
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Trust Fabric 
Identity infused everywhere 

#identiverse

• Trustworthy

• Built in privacy and control

• Multi-Cloud, Multi-Device

• Self-securing

• Based on open standards



What’s next?

Support and Adopt passkeys

Plan for how you’ll use VCs and DIDs

Adopt Zero Trust Architectures for your workloads

#identiverse



THANK YOU!


	Title
	Slide 1
	Slide 2
	Slide 3

	Standards Momentum
	Slide 4
	Slide 5
	Slide 6

	Strong Authentication
	Slide 7: Key Standards Initiatives
	Slide 8: Key Standards Initiatives
	Slide 9:  PASSKEYS
	Slide 10:  PASSKEYS
	Slide 11: DEMO
	Slide 12: PASSKEYS:  What’s next

	Decentralized Identities
	Slide 13: Key Standards Initiatives
	Slide 14
	Slide 15
	Slide 16: Decentralized Identities real world deployments
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Next big challenge:  GOVERNMENT-ISSUED IDENTIFICATION

	Machine Identities
	Slide 21: Key Standards Initiatives
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26

	Machine Identities · Pieter & Evan
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Making this real

	Machine Identities · Conclusion
	Slide 31
	Slide 32: ALEX – ACCESS DENIED

	Authorization Policy · Introduction
	Slide 33: Key Standards Initiatives
	Slide 34
	Slide 35: Why is this so hard?
	Slide 36: CAN AI HELP TO CUT  THE GORDIAN KNOT OF AUTHORIZATION?

	Authorization Policy · LLM Click-thru
	Slide 37

	Authorization Policy · Conclusion
	Slide 38

	Summary / Close
	Slide 39: Key Standards Initiatives
	Slide 40
	Slide 41: What’s next?
	Slide 42: THANK YOU!




